LO TRINH LINUX - PHASE O - PHIEN 1

Phién 1 — Dung VM lab & serial console

Mot VM Ubuntu Server chay tii cloud image, login dudc, va serial console cho thay kernel log
ti dong dau tién. Kém co ché bén dudi tling budc va nhiing chd tai liéu phd bién néi sai.

THOI LUQONG HOST GUEST méc

2 gi&, khéng lan gig Ubuntu Server, bare Ubuntu 24.04 noble M-LO (tuén 1)
metal

ARTIFACT

Note tdi tao dugc lab

Phién nay chi c6 ba viéc: lam host du diéu kién chay KVM, dé ra mot VM tii cloud
image, va nhin dudc kernel log ctia né qua céng serial. Ba viéc d6 don gian t8i mic c6
thé xong trong 20 phit bang cach copy 1énh tl blog. Ché con lai ctia hai tiéng 14 d€ hiéu
vi sao mdbi 1énh tén tai — vi phién B1 sé ¢6 tinh phad initramfs, va ltc d6 serial console 1a
man hinh duy nhat con néi chuyén véi minh.

CACH DUNG TRANG NAY

Mbi block cé ba I6p: ca ché (doc trudc khi gd), viéc cdn lam (tu ghép 1&énh), va mét khéi Hién
l1énh day du gdp lai. M& spoiler sau khi d& thir, hodic khi ket qud 5 phidt. M& ngay ti déu thi
phién ndy bién thanh copy-paste va ban sé& khédng nhd gi vao tuan sau.

MUC 00

Trudéc khi bam gio

Danh sdch nay l& phdn rat gon ctia cdu hinh t8i thiéu. Chay hét trudc khi tinh gi phién — néu
mdt trong s& naly hdng, cé phién hdng theo va ban sé& debug BIOS thay vi hoc libvirt.

() Vao dugc host lab, va mé | tmux | ngay trudc cd khi cai goi. R6t mang gilia lic VM dang
boot mé& khéng cé tmux la mét phién console.

(] 'ls -1 /dev/kvm - file ton tai. Khéng c6 nghia I& VT-x chua bat trong BIOS, hodc
module  kvm_intel|chua load.

[J [iscpu | grep -iE 'vmx|svm']— thdy cd& virtualization. Nén c6 thém ept  (Intel) hodic
npt| (AMD) — thi€u né thi MMU virtualization chay bdng shadow page table, chdm
hon nhiéu.

(J Dang la user thudng, khéng phdi root. Toan bd ndi dung hoc clia Block A nédm & téng
quyén; lam bding root la bd qua né.

[J |df -h /var/lib/libvirt|- con it nhat 10 GB. Cloud image ~600 MB, overlay I6n dan
theo lugng ghi.

CHI TIET NHO, HAU QUA LON

/dev/kvm| tén tai chua d0 — phdi mé dugc. Quyén mdc dinh & root:kvm 0660 . Day & ly do
budc "thém user vao group |kvm|" & Block A khéng phdi thi tuc hanh chinh: khéng c6 né, QEMU
rci vé ché dé TCG (emulation thudn phdn mém) hodic tir chdi chay. Kiém nhanh bdng [test -r
/dev/kvm 8& test -w /dev/kvm 8&& echo ok |
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MUC 01
Ngin x€ép ao hoa: ai lam gi

G6 | virt-install|xong thdy VM chay, dé tudng virt-install|/d thi chay VM. Khéng phai.
Cé bon thanh phan tach bach, va mdi cdi hdng theo mét kiéu riéng — biét ai lam gi la biét
doc théng bdo 16i.
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unix socket

. . XML . . fork+exec
virt-install libvirtd emu-system-x86_64
—» —» q y -
CLI - python daemon - root 1 process / VM

ioct1(KVM_RUN)

libvirtd con quan: /dev/kvm
kvm_intel.ko

storage pool - gemu-img create

network default - dnsmasq + virbr0

- AppArmor - virt-aa-helper VMENTER

- console pty - virtlogd g =S TS S S e e e e mmmmmm—mm——-- -
CPU - VT-x + EPT

1
1
virt-install thoat sau khi tao xong; ! « oo A
: guest code chay trén silicon that

VM khéng chét theo.

Bén tdng, ba ranh gidi. L&i permission denied gén nhu ludn ndm & ranh gidi thir nhdt (client = daemon) hodc thi ba (QEMU - file trén dia), khéng bao gid & tdng CPU.
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THANH PHAN LA 6I HONG THI THAY 61

KVM Module kernel (kvm.ko + kvm_intel.ko) phdira /dev/kvm. Khoéng cé /dev/kvm; VM chay
N6 khéng emulate thiét bi — chi cho phép chay code guest nhung cham tham hai (roi vé
3 ché d6 non-root VMX va bdt cdc 16n thodt (VM exit). TCG).

QEMU Mot process user-space cho méi VM. Emulate chipset, Permission denied khimd file
disk, NIC, serial port; méi vCPU l& mét thread goi disk; guest khéng thdy thiét bi ndo
ioct1(KVM_RUN) trong vong Idp. dé.

libvirt Daemon + thu vién qudn ly. Gilr dinh nghia VM dang XML,  virsh khéng két néi dudc; VM

sinh dong 1énh QEMU, qudn storage pool, virtual network,  "bién mat" (thudng I& sai URI).
va nhdn bdo mét. Khéng phdai hypervisor.

virt-install  Script Python dich tham s3 CLI thanh XML réi ddy qua L&i cli phdp, thiéu --osinfo, seed
libvirt. Chay xong la thoat. ISO khéng sinh dugc.

THU VI

Cdi tén|kvm_intel| ddng chu y: KVM bién kernel Linux thanh hypervisor type-1-ish ma khéng
can viét lai scheduler. Mét VM la mét process binh thudng, cdc vCPU la cdc thread binh
thudng — nén [top| trén host thdy VM nhu moi tién trinh khdc, [nice| &n dudc, cgroup gidi han
dudc. P6 ciing 1a ly do Phase 2 (memory/OOM) va Phase 4 (cgroup) dp théng 1én VM chir
khéng can kién thirc riéng.

BLOCK A - ~25 PHOT

Chuan bi host

Muc tiéu block: ba dong nghiém thu & cudi déu ding. Khéng phai "cai xong goi".

Ba vai tro, ba goi

Moi distro déu cé cung ba vai trd; chi tén géi khdc nhau. Nhin theo vai trd thi chuyén distro
khéng phdi hoc lai:

VAI TRO UBUNTU ARCH

Hypervisor userspace gemu-system-x86 gemu-desktop / gemu-base
Daemon qudn ly libvirt-daemon-systenm libvirt

CLlclient virtinst, libvirt-clients virt-install, libvirt
DHCP/DNS cho NAT network kéo theo dnsmasqg-base dnsmasgq (phdi cai tay)
Cd sd dii lieu OS metadata osinfo-db osinfo-db

BAY - OSINFO-DB QUA cil

osinfo-db|trong pocket | noble|géc I bdn 0.20231215 — build thdng 12/2023, tic trudc khi
24.04 ra d&i, nén khong thé chira entry [ubuntu24.04 . Ban vé ndm & noble-updates
(10.20250606 ). Néu| --osinfo ubuntu24.04)bdo unknown OS, thi pham la day chir khéng phai
ban go sai. Kiém bang osinfo-query os | grep 24.04 |

Phién 1 — Dyng VM lab serial console 4/27



Daemon: monolithic hay modular

CHO RAT NHIEU TAI LIEU NOI SAI

V6 sé blog — vai mdt phén tai liéu chinh héing doc voi — ndi Ubuntu 24.04 trd di dung libvirt
modular daemon. Sai. Debian va Ubuntu — kiém t&i tan 26.04 (resolute) — khéng build céc
daemon con: goi | libvirt-daemon| chi chita  libvirtd),|virtlogd|,|virtlockd . Khéng cé binary

virtgemud , khdng cé unit |virtgemud.socket |, khdng cé manpage |virtgemud(8) |. Trén host
Ubuntu, | systemctl status libvirtd chinhla cdé céu chuyén.

Modular daemon la mdc dinh & Fedora 35+, RHEL 9+, openSUSE va Arch. Nghia la khdc biét
gilia hai ho distro cé that v ddng hoc — chi ngugc chiéu véi nhitng gi phan 18n tai liéu ghi.

Van nén hiéu kién tric modular — né 1&d méic dinh & nlta con lai clia thé gidi distro, va minh
hoa moét pattern systemd ddng hoc:

o libvirt 5.7.0 (09/2019) tach [ libvirtd nguyén khéi thanh cdc daemon theo driver:
virtgemud|, virtnetworkd , virtstoraged|,|virtnodedevd), virtsecretd|, virtnwfilterd)
virtinterfaced), cOng virtproxyd cho truy cdp ti xa.

« Méi daemon system-mode phai ba socket: | virtgemud-sock |(doc-ghi), -sock-ro| (chi
doc),  -admin-sock . Tuang Ung ba unit | .socket .

« Chung chay & ché d6 socket activation: systemd giir socket, daemon chi dugc khai déng
khi ¢ client k&t ndi, va tu tdt sau mot khodng nhan rdi. Hé qua truc tiép: | systemctl
restart virtgemud gdn nhu vé nghia — thir can enable/start 1a | . socket |, khdng phai
.service . V& phan I&n option socket trong | virtgemud.conf hét tdc dung vi systemd mdi
Id bén tao socket.

» Session mode chi cé hai socket, ddt trong | $XD6_RUNTIME_DIR/libvirt/|. Khong co socket
read-only, vi client v& daemon cung UID nén ché d6 chi-doc khéng mang lai Igi ich bdo
mat ndo.

Cdch phan biét host dang & ché d6 ndio — diing ding 1&énh nay khi so sdnh hai mdy:

KIEM CHE D0 DAEMON HOST BAT KY
$ systemctl is-active virtgemud.socket # modular, ngay bdy gid

$ systemctl is-active libvirtd.socket # monolithic, ngay bdy gid

$ systemctl is-enabled virtgemud.socket # modular, & ldn boot sau

$ systemctl list-units 'virtx' 'libvirtx'

$ 1s -1 /run/libvirt/*-sockx*

Group, quyén, va cai URI hay giét ngudi

Hai group can cé: | libvirt | (dugc néi chuyén véi socket clia daemon) vé | kvm | (dugc mé
/dev/kvm)).

vi SAO0 PHAI LOGOUT/LOGIN LAI

Danh sdch supplementary group dudc kernel gdn vao credential clia process lic  setgroups()
chay — tic 14 lGc dang nhap. Shell dang ma dé& mang ban chup cii, vé moi process con thira ké
bdn chup dé. Stta| /etc/group | khong hdi té. Kiém chimg ngay: [ id| (doc tif credential process)
so v4i|getent group libvirt|(doc tir database). Hai cdiléch nhau chinh I bdng ching. Cén
ldch mét lan: exec sg libvirt newgrp kvm|hodc md lai ssh — va v3i ssh, déng ca tmux server
mdi that su sach, vi tmux server cii van gilf credential ci.
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gemu: ///system VS |gemu: ///session

Day & bay tén thdi gian nhat cta cd block. Hai URI 1&1 hai thé gidi VM tach r&i — khéng nhin
thay nhau, khéng dliing chung storage, khéng diing chung network.

QEMU:///SYSTEM QEMU:///SESSION

Daemon libvirtd chay bdng root mot instance riéng, cung UID vdéi ban

Socket /run/libvirt/libvirt-sock $XDG_RUNTIME_DIR/libvirt/..

QEMU chagy dudi libvirt-gemu:kvm chinh user clia ban

Config driver /etc/libvirt/qemu.conf ~/.config/libvirt/qgemu.conf

Storage mdc /var/1lib/1libvirt/images ~/.local/share/libvirt/images

dinh

Network virtual network that: virbro + NAT + chiuserspace: SLIRP hodc passt — khong c6
dnsmasq virbro

AppArmor sVirt  ¢d, profile riéng mdi VM khong

Khi truyén URI réng, libvirt chon theo thi tu: (1) bién mai trudng | LIBVIRT_DEFAULT_URI| - (2)
uri_default |trong ~/.config/libvirt/libvirt.conf (root doc /etc/libvirt/libvirt.conf))
- (3) do lan lugt cdc driver cho t&i khi két néi dugce. Budc (3) & chd user thudng hay roi vao
session| m& khéng biét.

Chét mot URI ngay tir déau phién — khuyén nghi |system/, vi c& 16 trinh vé sau (snapshot,
network, cgroup) déu can né — va ddt né & chd bén, khong phai gd tay méi shell.

GHI CHU THIET KE

Session mode khéng phdi phién bén "kém hon" — né ton tai cho desktop virtualization, noi
khéng mudn daemon root. Piém yéu cé hifu ld mang: khéng cé quyén tao bridge nén phdi dung
ngdn xép TCP/IP trong userspace. SLIRP 1& ban cii v& d& ngling bdo tri; libvirt 9.0.0 (01/2023)
thém h trg passt, hién I& lua chon dugc khuyén nghi cho VM rootless. Khéng ding cho lab
nay, nhung ddng nhd tén.

Network default

libvirt cai kém mot virtual network tén|default : bridge [virbro|&192.168.122.1/24 ), NAT ra
ngodi, vd mot instance dnsmasq riéng cho méi network [am DHCP + DNS. Bridge nay cé y
khéng gdn card vat ly ndo — né khong phdi bridge L2 ndi vao LAN, ma [a mét mang ndi bod
dugc NAT.

« Dinh nghia persistent ndm &/ /etc/libvirt/gemu/networks/default.xml ; autostart thé hién
bdng symlink trong [../networks/autostart/ . PUng stfa tay — dung |virsh net-edit|.

« libvirt 1&i dnsmasq bdng | --dhcp-script| trd vaio [1ibvirt_leaseshelper| dé tu gili lease
database: | /var/1ib/libvirt/dnsmasq/default.leases .

 Trén Ubuntu, network ndly thudng dd | active + autostart|sdn sau khi cdii — nhung phai
xAdc nhdn, ding gid dinh. Trén Arch thi thudng chua, phdi net-start |vd net-autostart
bdng tay.
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Nghiém thu Block A
(] |/dev/kvm|tén tai va user hién tgi doc-ghi dugc.
(] |virsh uritrd vé | gemu: /// system| — khéng phdi|session|.

(] [virsh net-list --all|cho thdy default|dang active|vd autostart|.

-

m HIEN LENH DAY DU - BLOCK A (UBUNTU)

CHUAN BI HOST HOST LAB - TRONG TMUX

# 1. géi — ba vai tro + osinfo-db mdi

$ sudo apt update

$ sudo apt install -y gemu-system-x86 libvirt-daemon-system \
libvirt-clients virtinst osinfo-db gemu-utils

# 2. group: libvirt cho socket, kvm cho /dev/kvm

$ sudo usermod -aG libvirt,kvm "$USER"

$ getent group libvirt kvm # database dd cé tén minh

$ id # process thi CHUA — cdn login lgi

# thodt hdn: kill tmux server réi ssh lai

$ tmux kill-server; exit

$ ssh <host-lab> 8&& tmux new -s lab

$ id # gid mdéi thdy libvirt, kvm

# 3. chdt URI cho moi shell vé sau

$ mkdir -p ~/.config/libvirt

$ echo 'uri_default = "gemu:///system"' > ~/.config/libvirt/libvirt.conf

$ virsh uri # = qemu: ///system

# 4. daemon: Ubuntu 1d monolithic, khdng cdé virtgemud

$ systemctl is-active libvirtd.socket

$ systemctl list-units 'libvirtx' 'virts'

$ systemctl is-active virtgemud.socket # = not-found. Bing nhu du dodn.

# 5. network default

$ virsh net-list --all

# néu chua active:

$ virsh net-start default && virsh net-autostart default

$ ip -br addr show virbro # = 192.168.122.1/24

$ 1s -1 /etc/libvirt/qemu/networks/autostart/

# 6. nghiém thu

$ test -r /dev/kvm 8& test -w /dev/kvm && echo "kvm ok"

$ virsh uri

$ virsh net-list --all

$ osinfo-query os | grep -i '24\.04'

Nhanh Arch — chikhdc 8 buéc 1, 4, 5:

$ sudo pacman -S gemu-desktop libvirt virt-install dnsmasq osinfo-db

# Arch dung modular daemon - enable .socket, khéng phdi .service
$ sudo systemctl enable --now virtgemud.socket virtnetworkd.socket \
virtstoraged.socket virtnodedevd.socket
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# network default hdu nhu luén phdi bdt tay
$ sudo virsh net-start default
$ sudo virsh net-autostart default

MUC 02

Cloud image & cloud-init: co ché

Todn b triét ly "VM ré, phd thodi mdi” clia Phase O ding trén hai thr ndly. Poc k§ muc ndy thi
Block B chi con I& g& 1&nh; doc ludt thi s& mat 20 phat debug mdt VM treo 8 man hinh login.

Vi sao cloud image, khong phai ISO

CJai tir ISO nghia I& chay installer: phan ving, cai géi, cdu hinh — 10-20 phut, va tuong tdc.
Cloud image I mét dia dd cdi sén: boot phdt chay luén, khodng 30 gidy. Muc tiéu P2 1& tdi
tao lab dudi 2 phut — con s6 d6 chi kha thi véi cloud image.

Cdi gid phai trd: image giéng hét nhau cho moi ngudi tdi vé, nén né khéng cé user nao dang
nhap dugc. Ubuntu cloud image cé s@n user ubuntu | nhung | lock_passwd: True|vé khéng céd
khod SSH ndo. Phdn "cd nhan hod" dugc ddy sang 1an boot ddu tién — va dé chinh la viéc
cla cloud-init.

HAI KENH PHAT HANH, DUNG NHAM

cloud-images.ubuntu.com/noble/current/ |& daily build, tén file noble-server-cloudimg-
amdé4.img . .../releases/noble/release/ la release build, tén file  ubuntu-24.04-server-
cloudimg-amdé4.img . Lab nén dung release build: né cé dinh, con daily thay d&i moi ngdy va
ban sé& khong tdi tao dudc két qud cii. Pudi | .img| gay hiéu nhdm — nodi dung that su ld qcow?2.
Xdc nhan bdng (gemu-ing info), ditng tin phdn ma rong.

cloud-init 1ay cau hinh tii dau: datasource NoCloud

cloud-init hé trg nhiéu datasource: EC2 metadata service, Azure IMDS, OpenStack... Lab
local dung NoCloud, v c6 ché clia né thd sc dén muc dé hiéu:

1. Trén host, hai file v@n bdn | user-data| va meta-data dugc dong thanh moét anh dia
is09660 (hodc vfat) c6 nhan volume la (cidata |

2. Anh dia d6 dugc gdn vaio VM nhu mét CD-ROM.

3. Trong guest, cloud-init quét moi block device kiéu [vfat hodic|is09660 , tim cdicé

LABEL=cidata |(kh&p khdng phdn biét hoa thudng), mount 1&én va doc hai file.

Khong c6 API, khéng cé mang, khéng cé magic. Chila mot cdi CD chua file text. Xdc minh
trong guest bdng|sblk -f|va blkid| 3 |an boot ddu.
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TREN HOST

user-data

meta-data

seed .iso
LABEL=cidata

[0

xorrisofs -V cidat

<4--------=-

cdrom

TRONG GUEST - BOOT BPAU

quét s
/dev/sro0 cloud-init
1509660 LABEL=cidata?

tao user - nap ssh key - chay runcmd
ghi /var/lib/cloud/instances/<instance-id>/sem/
- semaphore: 1an sau khéng chay lai

sau boot d3u: virt-install g&d CD-ROM khéi XML
va xo0a file .iso. Khong c6 flag nao gil nd lai.

Pudng di clia user-data: file text trén host —» dnh is09660 nhén | cidata] » CD-ROM cla guest - cloud-init doc & boot ddu — semaphore chdn ldn sau.
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Vi sao chi cé tac dung & 1an boot dau tién
Hai co ché xép chéng, va cd hai déu phai hiéu vi mbi cdi hdng theo mét kiéu:

Mét — semaphore theo instance. Méi module cloud-init cé mét frequency. Sau khi chay,
module d€ lqi file ddu trong | /var/lib/cloud/instances/<instance-id>/sem/ . Boot sau thdy
ddu thi bd qua.

FREQUENCY CHAY KHI NAO MODULE TIEU BIEU

PER_INSTANC mot lan cho méi instance-id users_groups, ssh, set_passwords, runcmd,
E package_update..

PER_ALWAYS mdi 1&n boot bootcmd, growpart, resizefs, final_message
PER_ONCE ding mot 1an cho cé ddi mdy, ké cé khi scripts_per_once

instance-id d3i

Hai — |virt-install| g& hén seed ISO. Khi dung | --cloud-init|, virt-install dung hai bdn XML:
bdn ddu c6 CD-ROM seed, ban sau khdng. Sau khi guest t&t/reboot 1an ddu, né define lai
bdng bdn sau va xod luén file ISO trén host. Khong cé option ndio giir lai. Nén ké cd néu ban
d8i|instance-id |, dia dir lieuda bién mdt.

BAY SAU - INSTANCE-ID LUON LA "NOCLOUD"

virt-install --cloud-init sinh file [meta-data)réng néuban khéng tu truyén. NoCloud khi dé
roi vé mdc dinh [instance-id: nocloud | — mdt hdng sé. Hé qud: néu ban tdi diing ciing mét dia
va dua seed mdéi vao, cloud-init coi dé la cing mét instance va bd qua toan bd module
PER_INSTANCE. Stia user-data réi reboot I&1 vo nghia.

Quy trinh dung khi sai user-data: | virsh destroy|+|virsh undefine --remove-all-storage), roi
tao lgi tir dau. Chinh vong Idp xod-tao ndy 1& thi P2 sé script hod thanh | lab-reset.sh|— nén
hay d€ y minh gé nhimg gi.

Cdch chii déng han: tu viét [meta-data|cd [instance-id| khdc nhau méilan dung. Vai dong,
nhung né bién "xod VM tao lai" tir bdt budc thanh lua chon.

CON MOT DUONG DU PHONG NUA

virt-install cling set SMBIOS system serial thanh ds=nocloud . Ddy I& kénh thir hai dé cloud-init
nhan ra datasource k& cd khi tra nhén thét bai — (ds-identify | doc chudindy tir DMI. Mudn
théiy tan mat trong guest: |cat /sys/class/dmi/id/product_serial |

Nam giai doan boot cua cloud-init

Biét tén giai doan la biét doc log khi cé sucé — vl cloud-init analyze blame|sé néicho ban
giai doan ndo &n hét thdi gian boot.

GIAI DOAN SYSTEMD UNIT LAM 61
Detect ds-identify dodn datasource, diing sém néu khéng cé
Local cloud-init-local.service chay trudc khi cé mang, dung céu hinh network
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GIAI DOAN SYSTEMD UNIT LAM GI

Network cloud-init-network.service ddcd mang: users_groups, ssh, set_passwords, mount, growpart
Config cloud-config.service apt, ntp, locale, runcmd
Final cloud-final.service cai goi, script, final_message

Log dé doc trong guest: | /var/log/cloud-init.log] (chi tiét) va| /var/log/cloud-init-
output.log|(stdout/stderr clia cdc Iénh). Trang thdi: | cloud-init status --long|.

BLOCK B - ~35 PHUT

Tao VM tu cloud image

Overlay qcow2: diing ghi ban image géc

Boot VM thding trén file .img|vita tdi sé ghi vao né — cloud-init chay, log ghi, package cdai.
Moi VM tao sau ti file d6 déu thira ké rdc, va ban sé khéng hiéu vi sao "VM méi” lai cé sén
user cd.

Dlng cdch: image géc chi-doc, méi VM mdt overlay — file gcow?2 riéng chi chifa phén khdc
biét, tré ngudc vé gdc qua | backing_file . Doc block chua timng ghi thi di xuéng backing; ghi
thi copy-on-write 1én overlay. Overlay ctia mét VM vira tao chi vai trdm KB.

BAY - THIEU (-F) LA LOI cUNG

TUr QEMU 6.1(08/2021), tao image cé backing file ma khéng khai bdo dinh dang clia né 14 16i,
khéng con la cdnh bdo (deprecated tir 5.1). Ly do I bdo mét: néu QEMU phai tu dodn dinh
dang, mdt guest ghi dudc vaio dnh dia cé thé khién Idn dodn sau ra két qué khdc — dirliéu
hdng, hodc té hon la mét dudng thodt.

Cu phdp dung: | gemu-img create -f gcow2 -F qcow2 -b BASE OVERLAY 206G |. Luuy tdiliéu chinh
thirc cGla gemu-img c6 16 in: phén synopsis ghi| -B BACKING_FMT | trong khi CLI th&t nhén | -F|.
Tin gemu-img create --help/, duUng tin trang docs.

Vi virt-install thi khédng goi | qemu-img | truc ti€p — né dung XML storage volume va dé libvirt
goi hé:

HAI CACH, CUNG KET QUA HOST LAB

# cdch tho céng — nhin thdy ré chuyén gi xdy ra

$ gemu-img create -f qcow2 -F qcow2 \
-b /var/lib/1libvirt/images/noble-base.img \
/var/1lib/libvirt/images/1ab01.qcow2 206

$ gemu-img info --backing-chain /var/1lib/libvirt/images/1ab01.qcow?2

# cdch qua virt-install — LUON khai backing_format
--disk size=20,backing_store=/var/lib/1libvirt/images/noble-base.img, backing_format=qco
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Vi sao "ludn khai": néu thi€u [backing_format ), virt-install ¢ tu do bdng cdch tra file géc
trong cdc storage pool clia libvirt. Khdng tim thdy thi né trd vé None | va XML thiéu hén phén
dinh dang. Khai tay thi khéng bao gid phu thudc vao chuyén dé.

Viét user-data

File YAML, dong ddu bdt budc la #cloud-config| — khong phdi comment, ma la chifky nhan
dang dinh dang. Thiéu nd, cloud-init im Idng bd qua cé file.

T&i thiéu cho lab ndy: mét user cé sudo khéng cdn password, va khod SSH cong khai clia
ban. Password thi tuy — nhung néu dinh login qua [virsh console thi phdicd, vi console
khong dung SSH key.

NEN NHG

Trong cloud-init, khai|users: |/ma khéng cé muc | default|sé thay thé user mdc dinh [ubuntu
chir khéng bd sung vaio. Mudn gitf cd hai thi phan tir ddu tién ctia danh sdch phdila chudi
default . Day la ngudn clia rdt nhiéu céu hdi "vi sao mdt user ubuntu”.

Chay virt-install
Vai tham s6 ddng gidi thich trudc khi gé:

 [—import| — ndirdng dia dd cai sdn OS, khong cé install media. Thi€u nd, virt-install sé
doi| --1ocation | hodc | --cdrom|.

o [--osinfo ubuntu24.04) — bdt budc. Tl virt-manager 4.0.0 (03/2022), thiéu tén OS |& 16i
cting véi moi guest HVM, khéng con la cdnh bdo. Thong bdo 16i néi thdng Iy do: khdng cé
no thi khéng chon dugc virtio, machine type q35, hay cdc mdc dinh hién dai — VM sé
chay vai dia SATA va NIC e1000 emulate.

e [-—graphics none --console pty,target_type=serial|— bd man hinh do hoaq, chi dé serial.
Pung thi can cho Block C.

 [—-noautoconsole| — khong tu nhdy vaio console. Nén bat cho Ian déu dé con nhin output
cla virt-install; Block C sé attach thd céng.

Lay IP cia VM

virsh domifaddr|cé banguén dirliéu khdc nhau, va biét chon ding nguén tiét kiém rat nhiéu
buc béi:

NGUON poc TU BAU GIGI HAN

--source lease lease database cla chi thdy NIC ndm trén virtual network do libvirt cdp DHCP. IP

(mdc dinh) libvirt tinh: khéng thdly.

--source agent  hdigemu-guest-agent cdan cdi agent trong guest va ¢é <channel> virtio trong XML. B3i

trong guest lgi: thay IP tinh, IPv6, nhiéu dia chi trén mot NIC.
--source arp bdng neighbour clia chi c6 sau khi guest dé néi chuyén véi host it nhat mot lan.
host
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Tuong duong & tang thap hon: virsh net-dhcp-leases default), hodc doc théng

/var/1ib/1libvirt/dnsmasq/default.leases|.

Nghiém thu Block B

(] |virsh list|thdy VM & trang thdi running|.

[J Login dugc bdng user minh khai trong |user-data| (console hodc SSH).

[J Trélsi dugc: file gqcow2 ndm & ddu, va quan hé clia né véiimage géc la gi.

-

= HIEN LENH DAY B0 - BLOCK B

TAI VA BAO VE IMAGE 60OC

$ cd /var/lib/libvirt/images
$ sudo wget -0 noble-base.img \

sha256sum noble-base.img
grep -i 'server-cloudimg-amdé4.img' SHA256SUMS

4 B W

A N

sudo chmod 0444 noble-base.img # chi-doc: chéng ghi bdn

https://cloud-images.ubuntu.com/releases/noble/release/ubuntu-24.04-server-clol

xdc minh — dung bé qua, mdét image hdéng sé tén cd phién dé€ dodn
wget -g https://cloud-images.ubuntu.com/releases/noble/release/SHA256SUMS

gemu-img info noble-base.img # file format: gcow2 (dU dudéi la .img)

HOST LAB

USER-DATA + META-DATA
$ mkdir -p ~/lab && cd ~/lab

$ cat > user-data <<'EOF'
#cloud-config
users:
- default # gi0 lgi user 'ubuntu'
- name: lab
groups: [sudo, adm]
shell: /bin/bash
sudo: "ALL=(ALL) NOPASSWD:ALL"
lock_passwd: false
ssh_authorized_keys:
- ssh-ed25519 AAAA...DAN_KHOA_CONG_KHAI_CUA_BAN_VAO_DAY

chpasswd:
expire: false
users:
- name: lab

type: text
ssh_pwauth: false # SSH vén chi nhdn key
package_update: true

EOF

# meta-data: instance-id khdc nhau méi 1dn dung
$ cat > meta-data <<EOF
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instance-id: lab01-$(date +%s)
local-hostname: 1ab01
EOF

TAO VM HOST LAB

$ virt-install \
--name 1ab01 \
--o0sinfo ubuntu24.04 \
--memory 2048 --vcpus 2 \
--disk size=20,backing_store=/var/lib/1libvirt/images/noble-base.img, backing_fo
--cloud-init user-data=$HOME/lab/user-data,meta-data=$HOME/lab/meta-data \
--network network=default,model=virtio \
--graphics none \
--console pty,target_type=serial \
——import \
--noautoconsole

virsh list --all
virsh domblklist lab01 # dudng dén gcow2 that
sudo gemu-img info --backing-chain /var/lib/libvirt/images/1lab01.qcow2

A A N

1dy IP (cho ~30s cho cloud-init xong)
virsh domifaddr lab01l

virsh net-dhcp-leases default

ssh 1ab@192.168.122.X

4 N N K

Néu user-data sai va can lam lai — day chinh I& vong Idp ma P2 sé script hod:

X0A SACH, LAM LAI HOST LAB

$ virsh destroy 1lab01
$ virsh undefine 1ab01 --remove-all-storage
$ virsh list --all # sach chua?

MUC 03

Console & kernel log: co ché

Day la phan cé gid tri dai han nhat clia cé phién. Hoc né ldc VM con khoé, dé lic VM khong
boot dudc van con dudng nhin vao.

Ring buffer va console la hai voi khac nhau

dmesg| var serial console cling nguén nhung khdc dich. Moi | printk() | ludn ghi vao ring buffer
clia kernel — khéng loc. Song song dé, cung I8i goi dy ghi ra tiing console da ddng ky —
nhung chi khi vugt qua bd loc loglevel.
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printk()

ludn lud

qy

ring buffer
khong 1lgc - cd gidi han, sé tran

/dev/kmsg
e

console_loglevel
iet = 4 - ignore_loglevel = bd 1

DC

dmesg

ttySO

nhiéu reader song song
can userspace con séng

pty
—

virsh console
6t client tai mdét thoi dié

Panic = dmesg khéng chay dugc nlta, nhung byte d& ra khéi cong serial rdi. D6 13 todn bd 1y do serial console tén tai.

Cung mét printk() , hai dich. Ring buffer nhdn tdt cd nhung sé tran va cdn userspace dé doc; console nhén ban dé loc nhung la ban ghi néi tiép, séng sét qua panic.
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Cdindio thdy dudc gi ma cdi kia khéng:

« Chi|dmesg thdy: moithi bi console_loglevel loc bd — vdi quiet|thi d6 I& toan bdé mic
4-7.Vanhiing dong in trudc khi console ndo dugc ddng ky (d6 chinh I khodng mu ma
earlycon|sinhra dé bit).

« Chi console thdy: phén da bi train khéi ring buffer (buffer cé kich thudc cé dinh,
CONFIG_LOG_BUF_SHIFT ). Va — quan trong nhét — panic hodc treo ciing: lic d6 khong con
userspace dé chay [dmesg|, nhung byte dé di ra céng serial tir trudc. Codng thém output
clia GRUB va firmware, thit chua bao gid vao ring buffer.

CON SO CU THE

cat /proc/sys/kernel/printk|trd vé bonsd, vidu4 4 1 7): hién tai - mdc dinh - t&i thiéu -
mdc dinh ltic boot. SS ddu la [console_loglevel | va slra dudc ngay Idp tic bdngdmesg -n 7.
Tham s6 boot [ quiet | khéng lam gi bi dn cd — né chi tuong duong | loglevel=4|(gid tri ldy ti
CONFIG_CONSOLE_LOGLEVEL_QUIET ). Ring buffer khdng bi dung tdi, nén | dmesg|sau mdt lan boot
quiet|van day da.

console= noi vdi ai, va luat nhiéu console

console=ttyS0) & chi thi cho kernel ctia guest, viét 3 dong Iénh boot: "hdy in log ra céng
serial nay". N6 khong lién quan gi tdi host, tdi libvirt, hay téi QEMU.

CU phdp day da 1 [ttyse,115200n8 |, trong dé |bbbbpnf | = baud, parity, s6 bit dif liéu, flow
control. Mdc dinh cla kernel 1a |9666n8 |.

PINH CHINH MOT HIEU NHAM PHO BIEN

Ai cling doc (115200n8 | thanh "8N1". Nhung chudi ndy khéng cé trudng stop bit — [n |16
parity=none v& |8 1a s6 bit dif liéu. Con s& 1trong "8N1" dén tir quy udc noi chuyén ctia dan
serial, khéng phdi ti ct phdp kernel.

Khi cé nhiéu|console=| — va cloud image Ubuntu /uén cé hai — luét l&:

 Mbilogi thiét bi chi xudt hién mot lan: tat cd déu nhan kernel message, va cdi cudi cung
tréd thanh| /dev/console | cho userspace.

« Cung mot logi xudt hién nhiéu 1an thi lugt d8i hdn: chi cdi ddu tién ctia mbi logi nhén
output, v&l | /dev/console | gdn vdi thiét bi ddng ky sém nhdt — ma thit tu déing ky phu
thudc vao thir tu kernel khai tao tiing subsystem. Tai liéu kernel néu thdng vi du: hai dong
I&nh khdc thi tu van cho két qué giéng hét nhau, vi console d6 hoa luén dugc ddng ky
trudce serial.

Trong cloud image Ubuntu, dong d6 nam & dau

Khéng phdi | /etc/default/grubl. Anh cloud image dudc dung bdi [1ivecd-rootfs ), vané ghi
mot drop-inriéng:

TRONG GUEST TRONG GUEST

$ cat /etc/default/grub.d/50-cloudimg-settings.cfg
GRUB_RECORDFAIL_TIMEOUT=0
GRUB_TIMEOUT=0
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GRUB_CMDLINE_LINUX_DEFAULT="console=ttyl console=ttyS0"
GRUB_TERMINAL=console

Thitulacéy. ttyl|ding trudc dé console d6 hoa cla hypervisor (vSphere, virt-manager)
van thdy log; [ ttyse| ding sau dé né gidnh dudc [ /dev/console . Quyét dinh ndy cé hd sg.
Trén arm64 thi gid trila| ttyAMA® | vi mdy do QEMU virt dung UART PrimeCell clia ARM chu
khong phdi 8250.

Login prompt la chuyén hoan toan khac

Day la chd hdu hét moi ngudi nhdp nhding. [console= | chi mang lai output ciia kernel. D&u
nhdc d&ng nhap Ia mot tién trinh userspace — agetty | — do systemd sinh ra, va khéng cé
symlink tinh ndo trong image dé bat né.

Thitao rand la | systemd-getty-generator|, chay & méildn boot: né doc
/sys/class/tty/console/active), v&l véi mdi console cé thé lam tty, nd sinh mot symlink
runtime tré vao |serial-getty@.service |. Néi cdch khdc: chi cdn thém| console=ttysSe|vao

cmdline & ban cd cd kernel log Ian login prompt, khéng phai enable gi thém.

CHI TIET PEP

/sys/class/tty/console/active|liét ké console theo thif tu ngudc vai thi tu ddng ky — ham
sinh ra né trong [drivers/tty/tty_io.c|in danh sdch bdng vong (while (i--).Nén console
ddng ky sau cting — ciing chinh |& cdi dang giit| /dev/console| — hién ra ddu tién. D6 la co ché
cu thé ddng sau cdu "cdi [console=| cudi cing mdi I cdi quan trong". Trong guest, [cat

/sys/class/tty/console/active| nénra ttySe ttyl.

Phia libvirt: virsh console ndivao dau

Trong domain XML, |<serial type='pty'>|khién QEMU cap mot cdp pty trén host; QEMU giir
déu master, con dudng dan slave (| /dev/pts/N|) dudc bdo ngudc vé libvirt va xudt hién trong
virsh dumpxml| cla mdy dang chay — né khéng c6 trong config persistent, nén diing di tim &
do.

Quan hé giita | <serial>| va <console>) hairdivily do lich sit. Piéu cdn nhd:

o |<console type='pty'><target type='serial'/> khéng phdi thiét biriéng — né la chinh
<serial>| ddu tién nhin tir géc khdc. Nén chi cé t8i da mot [<console> kiéu|seriall.
« Serial emulate (ttyS0) khdi tao rdt sém — di sdm dé thdy GRUB va firmware. Console

paravirtualized ((virtio), hién ra thanh|/dev/hvce | trong guest) khai tao mudn hon nhiéu
va khéng séng trong lic GRUB chay.

Db laly do lab naly chon | ttyse| chir khéng phdi | hvco : phién B1sé& phd initramfs, va thi can
nhin ndm & giai doan ma virtio-console con chua ton tai.

BAY - POI PHIM THOAT CONSOLE

-e| /| --escape |l0 option todn cuc clia|virsh |, phdi ding trudc subcommand. [virsh -e ~X
console lab01|dung; virsh console lab@1 -e ~X sai.Con|--devname,|--force),| --safe|ld
option clia subcommand [console | v khéng lién quan gi dén phim thodt: | --devname | chon
thiét bi ndo, [ —-force |/ —safe | qudn chuyén doéc quyén phién.
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Chi mot client dudc attach tai mot thdi diém, vi hai ly do doc 1ap. libvirt chd déng khod — mé
trong | gemu_driver.c trd vé |6i [ Active console session exists for this domain); va bén
dudi, pty vén di chi giao méi byte cho diing mdt reader, nén hai ngudi doc song song sé xé
nhd output moét cdch ngdu nhién. Cai khod cla libvirt bién mét race khéng xdc dinh thanh
mot théng bdo 16i sach s&. Gap 16i d6 sau khi r6t mang: [virsh console --force).

BLOCK C - ~20 PHOT

Serial console trong thuc té

Viéc can lam
1. Attach vao console béng [virsh console|. Néu man hinh tréng, nhdn Enter mét lan —
thudng chi la prompt chua dugc vé lai.

2. Trong guest: [cat /proc/cmdline), tim|console=ttyS0 . D&i chiéu vdi
/sys/class/tty/console/active| — thir tu hai file ndly nguoc nhau, va ban dé biét vi sao.

3. Reboot VM trong khi van dang attach. Phai thdy kernel log chay tirdongLinux version
... tré di. Pay la muc tiéu chinh cla block, khéng phdi budc phu.

4. Thodt bdng [ctri+]1), rdi kiém chimg VM van [running |.

5. D6i chiéu: [dmesg | head -40 ) trong guest so vdi nhiing gi vira thdy trén console. Chd khdc
nhau & ddu, va muc 03 da gidi thich vi sao.
BAY - HAI PHIM THOAT BE NHAU
Néu host lab I& mdy khdc thi ban dang & ba téng: shell trén mdy dang ngdi - ssh vaio host lab
- [virsh console] v&io guest. Hai tang trong dé cé phim thodt riéng:
e [Ctrl+] — thodt virsh console . Khéng céan ding déau dong, bam lic ndo ciing an.
¢ [~.] = ngdt phién ssh. Chi dugc nhan dién ngay sau mot newline — déay la ly do né "lic dugc

lic khéng": ban dang gé d& dong. Bam Enter trudc da.

G& nham [ ~. | khi dang trong console sé giét cd phién ssh va dé lai mét console session treo
dang giit khod — 1an sau attach sé bdo Active console session exists v phdi| --force |. Thodt
ding thi tu: (ctri+]] trudce, réi mdirdi ssh.

Néu ssh 16ng nhiéu tdng, escape phdinhan 1én: [ ~. |cho mét tang 16ng, [ ~~~. | cho hai. Co ché:
ssh ngodi cing nuét déu | ~ | déu tién vé truyén vao trong mot déu [~ nguyén vén. Thém mot ly
do nifa dé chi ssh mot téng va & trong tmux.

Nghiém thu Block C
(J Reboottrong virsh console|- thdy kernel log tir ddng déu.
(] Thodtbdng/ctri+] —|virsh list|van thdy VM running|.

(] |/proc/cmdline]trong guest chitaconsole=ttySe ), va gidi thich dugc bdng mot cau
dong dé nghia gi.
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= HIEN LENH DAY BU - BLOCK C

# trudc khi attach: xem libvirt dang phoi pty ndo

$ virsh dumpxml lab81 | grep -A3 '<serial'

$ virsh ttyconsole 1ab01l # = /dev/pts/N trén host
$ virsh console labh01

# man hinh tréng? Enter mét ldn.

===== tU ddy trd xuéng 1a TRONG GUEST =====

cat /proc/cmdline

cat /sys/class/tty/console/active # ttySe ttyl — thu tu ngugc!
cat /etc/default/grub.d/50-cloudimg-settings.cfg

systemctl status serial-getty@ttySO.service

cat /proc/sys/kernel/printk #4417

cloud-init status --long

cat /sys/class/dmi/id/product_serial # ds=nocloud

R -~ A 7 R T L 7 S

reboot NGAY TRONG console — myc tiéu chinh cla block
sudo reboot
= phdi thdy: [ 0.000000] Linux version 6.8.0-.. chay tU ddu

H* A R

# thodt: Ctrl+] (KHONG phdi ~.)

# ===== qUay lal HUST =====
$ virsh list # labB1 vdan running

# ket vi phién console cU con treo:
$ virsh console lah0l1 --force

ATTACH VA KHAM PHA HOST LAB - GUEST

Muén thdy cd nhitng dong bi| quiet  loc mat — thi nghiém ddng ldm mét lan:

# hodc ddng, khéng cdn d@6i loglevel:
$ echo 1 | sudo tee /sys/module/printk/parameters/ignore_loglevel

BO BO LQC CONSOLE TRONG GUEST
$ sudo dmesg -n 7 # console_loglevel = 7
$ cat /proc/sys/kernel/printk # s6 ddu dd d61

MUC 04

Bay da biét, xép theo noi phat sinh

AppArmor chan QEMU — va n6 khéng phai chuyén quyén POSIX

Triéu ching: | Permission denied|vdi file gcow2 hodc backing file, du|1s -1|nhin ding hodn
toan. Trén Ubuntu, nghi AppArmor trudc khi nghi chmod. Nhung cé hai ca ché khdc nhau va

phdn biét dugc chung la k§ ndng that:
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APPARMOR DAC (QUYEN POSIX)

Nguyén virt-aa-helper khéng dugc phép doc dudng process QEMU chay dudi Libvirt-gemu:kvm,
nhan ddn d6, nén khéng sinh néi profile cho VM khéng di xuyén dugc thu muc 0750

Ddu hiéu cé dong apparmor="DENIED" trong journalctl khéng cé dong DENIED ndo — chicdé 16i clia
phan biét -k libvirt

Céch slra chuyén file vao /var/1ib/libvirt/images; chmod o+x cho tling thu muc trén dudng ddan

hodc thémrule & /etc/apparmor.d/local/..

Cd ché cu thé, viné khd dep: mdi VM & qemu: /// system| dudc cdp mdt profile riéng, sinh ra
bdi | virt-aa-helper| — mét chuong trinh phu ma libvirtd goi thay vi tu dung vao AppArmor.
Helper doc domain XML, di qua tiing disk / serial / hostdev, kiém tra v chudn hod dudng
dan, roi ghira|/etc/apparmor.d/libvirt/libvirt—uuid>.files|.

Nhung ban than helper ciing bi AppArmor gidi han. Profile clia n6 cho phép doc | @{HOME}/**
va | /var/lib/libvirt/images/** |, nhung c6 dong | deny @{HOME}/.* mrwkl — nghiald moithu
n&m trong thu muc é@n clia home ((~/.local/share/libvirt/images/|,[~/.cache/|) déu bi chdn
thdng. Helper khdng stat dudc file, profile khéng sinh dudc, VM khéng khdi dong.

CACH NE DPON GIAN NHAT CHO LAB

Dé image gbc va disk overlay trong storage pool mdc dinh ctia libvirt,
/var/lib/libvirt/images|. Baly do cung luc: profile cla|virt-aa-helper|cho phép doc dudng
dén dé tudng minh; quyén thu muc cho [Libvirt-gemu| di qua dudc; va [ dynamic_ownership  cho
libvirt tu d6i chi 3 hitu file ma khéng phdi ddnh nhau véi home directory.

bOC DENIAL HOST LAB

$ journalctl -k -g DENIED --since "10 min ago"

$ dmesg | grep -i apparmor

$ sudo aa-status | grep libvirt

$ 1s /etc/apparmor.d/libvirt/ # profile per-VM cé sinh ra khéng

Dong denial ghird profile=".." | Néu la|libvirt—uuid>|thi QEMU dang bi chdn; néu l&
/usr/1lib/libvirt/virt-aa-helper|thi i & khau sinh profile. Hai chd slra khdc nhau.

Bang tra nhanh khi ket

TRIEU CHUNG KIEM CAI NAY TRUGC

virsh khéng thdy VM vlra  virsh uri — dang & session hay system? Dé id thdy group libvirt chua (tic da
tao login Igi chua)?

VM boot rat laurdimdira  Triéu ching kinh dién clia cloud-init khéng tim thdy datasource. Dudng ddn
login, hodc login bi khod trong --cloud-init c6 tuyét ddi khéng? Trong guest: cloud-init status --long

va lsblk -f tim nhdén cidata.

Slfa user-datardireboot  Dulng nhu thiét k&. Seed ISO dd bi g8, va instance-id khong d8i. Phdi undefine -

ma khéng ddi gi -remove-all-storage va tgo lqi.
virsh console attach Enter mdt 1an. VAn tréng: virsh dumpxml | grep -A3 serial co thiét bjkhong,
dudc nhung tréng va /proc/cmdline clia guest cé console=ttyS0 khong.

Active console session Phién trudc chua déng sach (thudng do ~. nhdm). virsh console --force.
exists
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TRIEU CHUNG KIEM CAI NAY TRUGC

—-o0sinfo ubuntu24.84 bdo osinfo-db qud cii. Cén bdn tif noble-updates trd [&n. osinfo-query os | grep
unknown OS 24.04.

Permission denied vdifile Co dongapparmor="DENIED" khong? Cé - AppArmor. Khong - quyén POSIX / thu

qcow?2 muc khdng c6 bit x.

VM chay nhung chGm /dev/kvm m& dugc khdng? Khéng thi QEMU dé& rgi vé TCG. virsh dumpxml | grep
khang khiép -i domain phdila type="kvm', khéng phdi type="qgemu'.

Riéng nhanh Arch

Pling ddng vao multipass. Chi cé qua AUR (( canonical-multipass ), comment section ddy
16i build v& 16i OVMF khi launch. Quan trong hon: multipass khéng cé tuong duong [virsh
snapshot |, th P2 can.

Network | default|thudng khéng tu bat, va can|dnsmasq| cdi riéng.

Arch dung modular daemon — enable | . socket |, khdng phdi| .service . Bé nguyén Iénh
systemctl tU Ubuntu sang la gdy ngay & dady.

Archrolling nén virsh --version|/ gemu-system-x86_64 --version thudng mdihon
Ubuntu LTS vai phién ban. Ghi lai s6 — vé sau gdp 16i "option khéng tén tai” thi day l& nghi
pham dau tién.

MUC 05

Nghiém thu & ciu héi cudi phién

Definition of Done

(] |virsh list|cho thdy VM dang running}; login thanh céng bdng user khai trong |user-
data|.

(] Reboot VM trong|virsh console |- thdy kernel log ti dong déu; thodt bang [ctri+]),
VM van chay.

(] |cat /proc/cmdline trong guest chifa console=ttyS0 ), va note cé mdt cdu gidi thich
dong dé nghia gi.

(] Note cé: tén host dé lam, chudi lénh ddy dd tir host trdng —» VM chay, ndi dung (user-
data|, va vi tri file gcow?2.

Test tiéu chudn cho note: ngudi-la-minh-tudn-sau doc note lam lai dugc khéng can
Google. N&u note clia ban cé dong ndo kiéu "cdi cdc géi can thiét” thi né chua dat.

Chua xong md hét gis - ding ding chd dang diing, ghi lai chd vudng; P2 m3 man bdng viéc
g8 né. Khéng ldn gid.
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CAu hoi kiém tra — dong terminal, d6ng trang nay

Tré 18i vao note, khdng nhin lqi tai liéu. M& phan chdm diém sau khi dé viét xong cau trd |5i
cla minh.

K& tén cdc thanh phdn tham gia tir ltc go [virt-install| dén lic VM chay (t8i thiéu
3), va vai trd mot cau mbi cai.

-

= Y CAN cO

virt-install (CLI, dich tham s6 thanh XML, chay xong la thodt) - libvirtd
(daemon, giir dinh nghia XML, sinh dong Iénh QEMU, qudn
pool/network/AppArmor) - gemu-system-x86 _64 (mdt process cho mdi VM,
emulate thiét bi, mdi vCPU l&d mét thread) » KVM (| /dev/kvm|, module kernel, cho
phép chay code guest trén VT-x). Diém dn thém néu néi dugc libvirtd con goi
gemu-img| hd dé€ tao overlay va goi|virt-aa-helper| dé sinh profile.

. J

@ Trong setup vira lam, cloud-init 13y (user-data) tir ddu — cd ché vat Iy ndo — va vi sao
né chi cé tdc dung & lan boot dau tién?

-

= Y CAN cO

M&t anh is09660 c6 nhén volume [cidata), gén véio VM nhu CD-ROM; cloud-init
quét block device tim nhén dé réi doc file. "Chi lan ddu” c6 hai ly do, phéinéu ca
hai: (o) semaphore trong | /var/lib/cloud/instances/<instance-id>/sem/ chdn
module PER_INSTANCE chay lgi — v vi virt-install dé [meta-data|réng nén
instance-id ludn 1& hdng s& nocloud ; (b) virt-install g& hdn CD-ROM khdi
domain XML vé xod file ISO sau boot déu.

console=ttyS0 |l chi thi cho ai, néi diéu gi — v& néu thiéu nd thi|virsh console|sé
thay gi?

-

= Y CAN cO

Chi thi cho kernel ctia guest, 3 dong Iénh boot: in log ra céng serial ttySO. Khong
lien quan t&i host hay libvirt. Thi€u nd: [virsh console van attach vao pty thanh
céng nhung tréng tron — khéng kernel log, va cling khéng login prompt, vi
systemd-getty-generator|sinh serial-getty@ttyS0|dua trén chinh danh sdach
kernel console dang active.
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Trén mét host Ubuntu, |systemctl restart libvirtd cé phdi“cd cdu chuyén”khong?
Tré 13i c6/khong va gidi thich. Néu 1 Arch thi cdu tré 18i déi thé ndo?

= Y CAN c0

Trén Ubuntu: cé — Debian/Ubuntu khéng build daemon modular, chicé [ libvirtd
(cong|virtlogd), | virtlockd)). Day & chd phdn 18n tai liéu ghi sai. Trén Arch:
khéng — cO |virtgemud), |virtnetworkd ), | virtstoraged ... chay socket-activated,
nén thr can enable & cdc unit | . socket |, vairestart | . service gan nhu vé nghia vi
daemon tu t&t khi ranh réi tu day khi cé client.

@ Ban thdy mot dong 16i trong | dmesg| clia guest ma console khong hién thi. Visao?

= Y CAN c0

Vi printk() | ghi vaio ring buffer khéng loc, nhung chi ghi ra console néu mic uu
tién vugt console_loglevell. Cloud image boot v3@i quiet| = |loglevel=4/, nén
muc 4-7 (warning trd xudng) vao buffer ma khéng ra céng serial. Stra tam: | dmesg

-n 7 . Chiéu ngudc lai cling cé: dong in trudc khi console déng ky, hodc sau khi
buffer tran.

Stretch — chi khi du gid, khong tinh vao DoD

« Entry trong SSH config dé ssh 1lab|vao thdng guest. Néu host lab 1& mdy khdc, dung
ProxyJump | qua né dé ssh mot phdt téi guest tr mdy dang ngdi.

o Ném trudc P2: virsh snapshot-create-as|mot phdt, revert, xem trang thdi cé quay lai
that khéng. R6i dé danh phdn chinh cho phién sau.

« Xo0d VM hoan toan va dung lai chi bdng note ctia minh, bdm gis. Con s do dudc chinh la
baseline cho muc tiéu "dudi 2 phit” ctia phién sau. Ghi kém diéu kién do — loai 8, tdc dd
mang — néu khéng thi lan sau so va8i chinh minh ciing vé nghia.

o Thém earlycon=uart8250,io,0x3f8,115200n8|v&o cmdline clia guest, reboot trong
console va so xem thdy dugc thém nhiing dong ndo 3 dau.

MUC 06

Nguon & doc thém

Xé&p theo murc d6 nén doc, khéng theo chii dé. Nguyén tdc clia 16 trinh van git: man page va
t&i liéu upstream l& nguén chinh, blog 1& nguén phu.
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Poc trong hodc ngay sau phién

TAI LIEU CHINH CHU
How to run cloud-init locally https://docs.cloud-init.io/en/latest/howto/run_cloud_init_locall
y.html

Vi du chudn clia chinh upstream vé virt-install --cloud-init. Luu y vi du van dung jammy; d&i sang
noble va --osinfo ubuntu24.04.

TAI LIEU CHINH CHU

NoCloud datasource https://docs.cloud-init.io/en/latest/reference/datasources/nocloud.html

Nguén géc clia nhén cidata va ngif nghia instance-id. Ngdn, doc hét dugc.

TAI LIEU CHINH CHO
Connection URIs https: //libvirt.org/uri.html

Ludt chon URI mdc dinh. Poc mét 1an la hét bi gemu:///session cdn.

KERNEL DOC
Linux Serial Console nttps://docs.kernel.org/admin-guide/serial-console.html

Trang géc¢ cla ludt nhiéu console=, kém vi du hai dong I&nh khdc thi tu van cho két qua giéng nhau.

TAI LIEU CHINH CHU
Ubuntu Server — libvirt https://ubuntu.com/server/docs/how-to/virtualisation/libvirt/

Tén géi va cdch cdi phia Ubuntu, kém ghi chi vé AppArmor.

Tra khi cén, khéng doc tuyén tinh

MAN PAGE
virsh(1) https://libvirt.org/manpages/virsh.html

Poc muc console, ttyconsole, domifaddr, net-dhcp-leases, va option todan cuc -e.

MAN PAGE

Vil‘t—ihStCl"U) https: //manpages.ubuntu.com/manpages/noble/en/manl/virt-install.1l.html

Muc --cloud-init, --disk (backing _store/backing_format), va - -osinfo véi gidi thich vi sao thiéu né
l&1 16 cling.

TAI LIEU CHINH CHO

Domain XML format https: //libvirt.org/formatdomain.html

Muc Console/Serial: quan hé gilta <serial> va <console>, vi sao emulate khéi tao s6m hon
paravirtualized.

TAI LIEU CHINH CHO
libvirt Daemons https: //libvirt.org/daemons.html

Kién tric modular, ba socket m&i daemon, quy trinh chuyén mono - modular.

TAI LIEU CHINH CHU
QEMU/KVM driver — Driver security architecture https://libvirt.org/drvgenu.html

Gidi thich AppArmor + virt-aa-helper ti phia upstream.
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KERNEL DOC
printk basics https://docs.kernel.org/core-api/printk-basics.html

Tam mc log, bon s6 trong /proc/sys/kernel/printk, quan hé ring buffer « console.

TAI LIEU CHINH CHU
qemu—img https://www.gemu.org/docs/master/tools/gemu-img.html

Backing chain, commit, rebase -u. Nhd rdng phdn synopsis in nhdm -B; CLI that la -F.

TAI LIEU CHINH CHU
QEMU — Removed features https: //www.gemu.org/docs/master/about/removed-features.html

Muc "gemu-img backing file without format": vi sao khai backing format thanh bdt budc tir 6.1, va rii
ro bdo mat ddng sau.

MAN PAGE
ssh(1) — ESCAPE CHARACTERS nhttps: //man.openbsd.org/ssh

Danh sdch day di 11 escape vé ludt "phai diing ngay sau newline”. ~? in ra bang ngay trong phién.

TAI LIEU CHINH CHU

Module reference — béng frequency https: //docs.cloud-init.io/en/latest/reference/modules.h
tml

Cbt frequency cho biét module ndio PER_INSTANCE, ndo PER_ALWAYS, ndo PER_ONCE.

P& danh cho cdc phién sau

TAI LIEU CHINH CHU
Boot stages https://docs.cloud-init.io/en/latest/explanation/boot.html

Nd&m giai doan va unit systemd tugng ting. Can khi debug thdgi gian boot.

TAI LIEU CHINH CHU
Snapshot XML format https://libvirt.org/formatsnapshot.html

internal (mot file) vs external (snapshot mét file, delta file khdac) — véi dia dé cd backing chain thi
khéng tém thudng.

KERNEL DOC
Kernel parameters https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html

Tra earlycon, earlyprintk, keep_bootcon, ignore _loglevel — b d6 nghé cho phién phd initramfs.

MAN PAGE
systemd—getty—generator(S) https: //www.freedesktop.org/software/systemd/man/latest/systemd-
getty-generator.html

Generator |a khdi niém systemd ddng ndm sém: chay trudc khi tinh dependency graph, sinh unit déng.

Dan trong bai

TAI LIEU CHINH CHU
Ubuntu cloud images — release build nttps: //cloud-images.ubuntu.com/releases/noble/release/

Ba&n c¢6 dinh, tén file ubuntu-24.04-server-cloudimg-amd64.img. Dung bén ndy cho lab dé tdi tao
dudc két qua cil.
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TAI LIEU CHINH CHU
Ubuntu cloud images — daily build nttps: //cloud-images.ubuntu.com/noble/current/

D3i mdi ngay, tén file noble-server-cloudimg-amdé4.img. Diing dung cho lab cdn tdi lap.

BUG - MAILING LIST

Ubuntu bug #1016695 — console order trong cloud image https: //bugs.launchpad.net/ubunt
u-on-ec2/+bug/1016695

Hé sd clia quyét dinh ddt ttyl trudce ttySO: console d6 hoa van thdy log, con ttySO gianh dugc
/dev/console.

SOURCE / PACKAGING

packages.ubuntu.com — filelist cta libvirt-daemon https: //packages.ubuntu.com/noble/amdé
4/libvirt-daemon/filelist

Bé&ing chiing gdéc rdng Ubuntu khéng ship virtgemud: xem théng danh sdch file cta goi.

TAI LIEU CHINH CHU
Fedora Changes — LibvirtModularDaemons https: //fedoraproject.org/wiki/Changes/LibvirtMo

dularDaemons

Phia distro that su bat modular daemon, dé déi chiéu.

TAI LIEU CHINH CHU
passt — user-mode networking https: //passt.top
Thay thé SLIRP cho VM rootless; libvirt hé trg tir 9.0.0. Khéng dung & lab ndly nhung ddng nhé tén.

Ba mau dang nhé

115200 KHONG PHAI CON SO AI DO CHON

UART 8250/16550 Iay m&u mdi bit & téc d6 16 baud rate, va thach anh trén PC 14 1.8432
MHz. Vay tdc d6 t8i dala (1843200 / 16 = 115200 chdn chdn, & divisor bdng 1. Moi téc dd
"chudn” phia dudi chila con s& dé chia cho s6 nguyén: 57600 (+2), 38400 (=3), 19200 (=6),
9600 (+12). Comment ngay trong [arch/x86/include/asm/serial.h|con than réng con 16550A
thlra stc chay 1.5 Mbit/s — thach anh méi la trdn, khéng phdi con chip. Con (ttyse| = céng /O
0x3F8/, IRQ 4, trc COM1 clia BIOS.

CTRL+1) LA DI SAN CUA TELNET

Man page ctia virsh néi théng: "By default, telnet's [ *]|is used.” Khéng phdi lua chon tuy hiing
cla libvirt — d6 la cdi ky tu ma moi sysadmin dé cé s&n phdn xa cd bdp ti thai telnet. V& mat
ma, | Ctri+] |truyén byte Ox1D, ky tu diéu khién ASCII GS (Group Separator) — gén nhu khéng
{ng dung terminal ndo dung t8i, ding th can cho mot phim thodt. QEMU thi chon (Ctri+a c),
thira k& tirscreen|// tip| — hai dong déi khdc nhau, va dé la ly do hai hé sinh théi gé khdc cdm
gidc.
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vi sA0 BUNG 8 MUC LOG, KHONG PHAI 10

TAm muc | KERN_EMERG |... KERN_DEBUG | khdng phdi phdt minh ctia kernel — ching & severity code
cuia syslog BSD, muagn nguyén dé log kernel chdy chung dudng 6ng véi log userspace. ABI clia
/dev/kmsg | ndird: tién té [ <N>| cé 3 bit thép Ia syslog priority. Ba bit » ding tdm gid tri. Trong
cling tai liéu dé con mot chi tiét chéng gid mao nhé ma chin chu: userspace ghi dudc vao
buffer clia kernel, nhung khéng thé mao danh facility | LOG_KERN () | — dé ngudn géc mot dong
log ludn xdc dinh dugc.

Moi khéng dinh k¥ thudt & trén dé déi chiéu vdi tai liéu upstream — libvirt, cloud-init, QEMU, kernel.org,
livecd-rootfs, OpenSSH — tinh dén 22/08/2026. Chd ndo léch vdi tai liéu phd bién thi dugc ddnh ddu
riéng kém bding chimg.
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