LO TRINH LINUX - PHASE O - PHIEN 2 - M-LO

Phién 2 — Snapshot va lab-reset.sh

Lam cho viéc pha hong hé thong trd nén ré. Snapshot dé quay lai trong vai gidy, script dé
dung lai ti s6 khéng — va biét khi nao can cai nao.

THOI LUQNG THUOC Moc DAU VAO
2 gi&, khong ldn gid Phase O — Dung lab M-LO Phién 1dd xong
ARTIFACT

lab-reset.sh

C4 16 trinh ti Phase 1 trd di ding trén mot gia dinh: pha hé thong thoai mai. Gia dinh dé
chi dung néu chi phi quay lai gan bang khéng. Phién nay dyng dung hai thi lam nén chi
phi dé — va quan trong hon, phan biét dugc ltic nao dung céi nao, vi 1an 16n chung 14 16i
thiét k€ ma rat nhiéu ngudi mac suét nhiéu nam.

CACH DUNG TRANG NAY

Co ché doc trudc khi gé. Viéc can lam thi tu ghép Iénh. Khéi Hién Iénh ddy dd mé ra sau khi da

thir — trir Block B, nai khdng ¢é 18i gidi vi chinh cdi script 1a sédn phdm cla phién.

Trudc khi bam gic

Phién nay gid dinh Phién 1 d& xong. Ba dong dudi day kiém dung phdn Phién 2 sé dung t&i —
chay hét trudc khi tinh gis.

(] |virsh domstate <vm>|trdvé mot trang thdi, khdng phdiIi. Lbi nghia ld domain chua
dugc define — quay lgi Phién 1.

(J |virsh domblklist <vm>|- diald file|.gcow2 . Néu & Phién 118 tgo disk | raw| thiinternal
snapshot khéng chay dugc, va cdch sifa ndm & viéc tao lai dia chif khéng & ¢& cla
virsh|.

(] |gemu-img info --backing-chain| trén file dia - thay ding hai khéi|image: . M6t khéi
nghia la VM dang trd thédng vao cloud image géc, va moi thir 3 Block A sé& lam bdn né.

(] Con it nhat géip d6i RAM clia VM ché tréng trén 6 chira storage pool. Ly do ndm & muc
01 — internal snapshot clia VM dang chay nuét ding ching dé.

(] Ghilgi|virsh --version|vd gemu-img --version]vé&io note. Gén nhu moi bdy cda phién
nday déu gdn vdi version.

MUC 81

Hai kiéu snapshot, va cii gi nim & dau

Chii "snapshot” trong libvirt gép hai co ché khdc nhau dén mic gan nhu khéng lién quan.
Nham hai cdi ndy I ngudn clia phdn I8n tai nan — ké cé tai nan mat dif liéu.
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Internal va external khac nhau & dau
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INTERNAL — MOT FILE PHINH RA

EXTERNAL — CHUOI DAI RA

overlay.qcow?2

d 1iéu guest (COW)
snapshot table
bdng L1 cUa snapshot

+ ANH RAM = c& bd nhd VM

l backing file

cloud image gdc
read-only, KHONG bi chup

Chudi van sau 2. File trén cung to 1lén.
Chyp luc VM chay = guest bi dung trong lUc dump RAM.

snap-1.qcow2
guest ghi vao day

l,backing file

overlay.qcow?2
dong bang, read-only

- -

- o m Em mm o Em o Em e Em Em Em o Em

cloud image goc
read-only

M6i snapshot +1 tang. Xod =
pay 14 kiéu duy nhat Red Hat con ho trg.

Cung goi l& "snapshot” nhung hai cdu tric trén dia hodan toan khdc nhau — va vi thé cdi gid khi xod cling khdc nhau hodin toan.
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RAM (néu c6) nam &
FILE RIENG, khéng
trong dia nao ca.

merge that, tén thoi gian.
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INTERNAL EXTERNAL
N&m & déu bén trong chinh file qcow2, 8 snapshot  file mdi; file cli thanh backing, read-only
table
Poi format bé&t budc gcow?2 dich phai la gcow2, ngudn thi khong bt budc
Tao gén nhu tic thai (d8i bang L1) tirc thai (chi tao file mai)
Xod thao tdc metadata, nhanh copy dif liéu that qua blockcommit, |Gu theo lugng
dé ghi
S6 file khéng d6i +1méi snapshot

RAM luu & dau trong chinh file dia

file memory riéng

Nhugc diém guest bi diing trong lic dump RAM; file chudi ddi ra, don dep phtc tap

I6n phinh

BA DIEU NEN BIET TRUGC KHI G0

ca.

khdng phdi bug.

Khong cG nao thi ra kiéu gi

RAM that su nam trong file qcow2. Spec qcow?2 mo td mét trudng "Size of the VM state in
bytes" trong mdi entry clia snapshot table, va néi rd phan VM state dugc luu "giéng nhu dif liéu
dia clia guest, chi khdc I & cdc offset I6n hon kich thudce dia Go”. VM 4 GiB RAM = méi internall
snapshot "séng" cdng thém chiing d6 vao file.

Snapshot chi chup téng trén cling. Bang L1, snapshot table, refcount table déu la céu tric ndi
bé clia mét file gqcow2 — khdng c6 muc ndo trd téi backing file. Cloud image géc khéng ndm

trong snapshot. H& qud can nhd: revert ngdm gié dinh backing file khéng déi. Ai dé slia hay xod
cloud image géc thi snapshot van "tén tai" ma dif liéu guest sai — khéng cé théng bdo 16i ndo

Chup lic VM chay thi guest bij diing. QAPI clia QEMU ghi thé&ng: "execution of the guest CPUs
may be stopped during the time it takes to save the snapshot”. D6 1& nhudc diém k¥ thudt,

Cau hdi ndy man page trd 18i ldp Iing, nhung source thi dit khodt. Ham quyét dinh tra vé
"duing external” khi v& chi khi mét trong ba diéu kién ding, con lai mé&c dinh internal:

TINH HUONG

KET QUA

VM dang chay, khéng c& ndo

VM dé tdt, khéng cd nao
--disk-only
--memspec .., snapshot=external

--diskspec ..,snapshot=external khi VM dang
chay

Phién 2 — Snapshot va lab-reset.sh

internal full system — dia + todn bd RAM, tdt cé trong
qcow?2

internal disk-only (khédng cé RAM dé luu)
external, khong kém RAM
external, c6 kém RAM 4 file riéng

van internal — vong kiém tra disk chi chay khi VM dé tét
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BAY - €0 DISKSPEC MOT MINH KHONG BU

Dong cudi bdng trén [ chd dé mdt cé budi. Mudn external trén VM dang chay, phdi dung [ --
disk-only hodc|--memspec |; khai|--diskspec .., snapshot=external mét minh sé imldng chora
internal. Cdch kiém chdc chdn sau khi tgo:|virsh snapshot-dumpxml <vm> <tén> | grep
snapshot= |, hodc nhin xem c¢ file m@i sinh ra bén canh khong.

Chuyén "internal da bi khai tu"

CHO RAT NHIEU TAI LIEU NOI SAI

Cau "internal snapshot dé bi deprecated" xudt hién khdp nai va chi diing mét nira. Can tdch ba
tang:

e QEMU upstream: khéng deprecate. [savevm|/[Loadvm |/internal snapshot khéng ndm trong
danh sdch deprecated hay removed. Ngugc lgi, QEMU con thém API mdi cho né ([ snapshot-
save | tU QEMU 6.0).

« libvirt upstream: khéng c6 cénh bdo deprecation ndo, v con dang sta 16i cho internal &
10.9.0, 10.10.0, 11.0.0.

 Red Hat: ddy mdila noi deprecate. Deprecated tir RHEL 8; RHEL 9.4 thay bdng external;
RHEL 10 néi théng internal & deprecated va "Do not use internal snapshots in production
environments”.

N6i cdch khdc: dé 1& chinh sdch hd trg clia vendor, khdng phdi cdi chét k§ thudt & upstream.
Phén biét dudc hai chuyén ndy 1 mot ki ndng dung lai dugc & rdt nhiéu nai khdc.

Vi vay phién ndy lam ca hai, va lam external trudc. Khong phdi dé ¢t bai, ma vi hai ly do thuc
t&: dudng ban sé gdip 8 moi trudng doanh nghiép la external, va cdi gid khi xod cla hai kiéu
khdc nhau dén murc chi lam mét kiéu thi khéng thdy dugc.

Mét tin t6t: libvirt trén Ubuntu 24.04 d& da dé lam external hodn chinh. H6 trg xod external
cé tirlibvirt 9.0.0 (01/2023), revert external tir 9.9.0 (11/2023) — cd& hai déu sém hon ban
10.0.0 ma noble ship. Kiém taichd: virsh capabilities | grep -i externalSnapshot|.

BLOCK A - ~35 PHUOT

Snapshot va revert

Tao va doc
Viéc can lam:
1. DGt ddu vét trude. Trong guest, tao mot thir dé kiém ching bdng ding mét [énh — mot file
v3i ndi dung biét trudc 1a da. Ghi lai Iénh kiém vao note; ban sé dung né ba lan.

2. Tao mét internal snapshot lic VM dang chay, ddt tén va mé ta rd rang. Roi tat VM, tao
thém mdt cdi nira. So thdi gian tao cla hai lan.

3. Ddi chiéu hai géc nhin vao cling mét thir: | virsh snapshot-list --tree|vd|qgemu-img
snapshot -1]trén file dia. Hailénh ndy cé ndi cing mdt chuyén khdng? Cdi ndio biét nhiéu
hon, va diéu dé cho biét internal snapshot ndm & déau?
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4. Nhin cét VM SIZE|clia gemu-img snapshot -1/ hai snapshot vira tao. Day la bdng chiing
truc quan nhdt cho chuyén RAM ndm trong file dia — mot cdi khdc 0, mot cdi bdng 0.

5. Tao thém mot external snapshot va quan sdt khdc biét: cé file mdi sinh ra khong, | virsh
domblklist|gi& trd vaio déu, | gemu-img info --backing-chain s@u mdy téng.

CAU HOI TU TRA LOI TRONG BLOCK

Sau|snapshot-revert), nhitng thif nédm ngoai VM — file trén host, entry trong [known_hosts |,
DHCP lease cla libvirt — c6 bi revert theo khéng? Cau trd I8i quyét dinh cdch viét script &
Block B.

Pha roéi revert

Viéc cdn lam: chon mét thir hdng rd raing nhung chua dén mic khéng boot — ddi ndi dung
config clia mdt service dang chay, hodic xod ddu vét 3 budc 1. Biing phd t8i mic khéng boot
& phién nay; cdi dé dé danh cho phién boot process. Roi | snapshot-revert | va kiém ddu vét
bdng dung lénh dé ghi.

Trang thdi VM sau khi revert khéng phdi lic ndo ciing I "dang chay” — né quay vé ding trang
thdi luc chup:

TRANG THAI LUU TRONG SNAPSHOT KHONG cO --RUNNING --PAUSED
running running running paused

paused paused running paused

shut off / disk-only shut off — khong tukhdi dong  bootlénrunning boot [én paused

CHO MAN PAGE KHONG CON KHOGP CODE

Man page clia|snapshot-revert | liét k& ba trudng hgp can| --force . Doc source libvirt hién tqi
thi| --force | chi bypass dugc ding mét: VM c6 managed save image va snapshot khong kém
memory state.

Trudng hop "snapshot thigu théng tin rollback” [return -1|vo diéu kién, trudc ca khai kiém tra
force — nén| --force| khéng clu dudc. Trudng hap VNC/Spice thi dé bién mat khdi code tur
libvirt 7.10.0, khi VM process luén dugc restart.

Vi vay: néu virsh doi| --force , hdly doc théng bdo 18i trudc khi thém c&. N6 dang néi vé mét tinh
hudng cu thé, va trong libvirt hién dai chi cé mét tinh hudng ma ¢ dé that su thay d6i két qua.
Thém c& bita dé€ "cho né chay" 1& dang bit m&t minh.

Xo04, va dung lugng di dau

Viéc can lam: trudc khi xod snapshot, chay cd hailénh [1s -1 va|du -h|trén file gcow?2 va
ghi lai hai con s8. Xod snapshot. Chay lai. Hai con s6 d6 hanh x{r khdc nhau, vé gidi thich
dudc vi sao la phan thudng that cla block nay.

r ~N

m Y CAN cO - vI SAD HAI CON SO KHAC NHAU

Xod internal snapshot khdng lam file ngdn lai. Co ché gqcow? la refcount: refcount vé O
nghia & cluster dugc ddnh déu tréng va sé dugc tdi st dung cho lan cap phdat sau. gcow?2
khéng cé cd ché truncate cudi file, nén|1s -1/ (apparent size) diing yén.
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Nhung gcow?2 b&t mdc dinh option pass-discard-snapshot| — "Generate discard requests
when snapshot related space is freed”. Trén ext4/xfs, QEMU punch hole nhiing cluster
vlia gidi phdng, nén sé block that su cdp phdat gidm ngay: [ du -h|va dong [disk size|cla
gemu-img info|déu tut xuéng.

Muén file that su nhd lgi thi phdi viét lgi nd: | gemu-img convert -0 qcow2 ci.qcow?

méi.qcow?2 .
Nghiém thu Block A
() Tao snapshot - phd VM - revert - kiém déu vét bang mét 1énh, k&t qué ding nhu
trudce khi pha.
() N&i dugc internal snapshot ndm & déu vé mat vat ly, cé bang ching tir gemu-img | chir
khong phdi tu tri nhé.
() Co trong note: mot internal va mot external snapshot, kem khdc biét quan sat duge

gilra hai cdi (s6 file, d6 sau chudi, thdi gian xo0d).

-

= HIEN LENH DAY D0 - BLOCK A

@ R

A &

INTERNAL SNAPSHOT HOST LAB
# ddu vét, chay trong guest

$ echo "truoc-snapshot-$(date +%s)" | sudo tee /etc/lab-marker

$ cat /etc/lab-marker # ddy la 1énh kiém, ghi vao note

# ===== trén host =====

VM dang chay, khéng cd ndo = internal FULL SYSTEM (dia + RAM)
time virsh snapshot-create-as 1abB81 snap-running \
--description "co RAM, VM dang chay"

virsh shutdown 1ab01l && sleep 15
time virsh snapshot-create-as 1ab01 snap-off \
--description "khong RAM, VM da tat"

virsh snapshot-list 1ab0l1 --tree
virsh snapshot-info 1ab0l1 snap-running

géc nhin tU tdng dudi — cdt VM SIZE 1d dnh RAM
sudo gemu-img snapshot -1 /var/lib/libvirt/images/1lab01.qcow?2
snap-running: VM SIZE khdc 0 | snap-off: @ B

A B N

EXTERNAL SNAPSHOT HOST LAB

virsh start 1ab01 8&& sleep 20

--disk-only ép external. Thiéu né thi ra internal, dU cé --diskspec.
virsh snapshot-create-as 1lab01 snap-ext \

--description "external, khong RAM" \

--disk-only --atomic

virsh domblklist 1ab01 # dia gio tré vdo file MOI
1s -1 /var/lib/libvirt/images/ # c6 thém 1lab01.snap-ext
sudo gemu-img info --backing-chain /var/1lib/libvirt/images/lab01.snap-ext

Phién 2 — Snapshot va lab-reset.sh
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# dém s6 dong 'image:' = @6 sdu chubi, gid la 3
$ sudo gemu-img info --backing-chain --output=json \
/var/lib/libvirt/images/1ab01.snap-ext | jgq 'length’

PHA, REVERT, XO0A HOST LAB - GUEST

# phd: xod ddu vét trong guest
$ sudo rm /etc/lab-marker && cat /etc/lab-marker # No such file

# ===== host =====

$ virsh snapshot-revert 1ab01 snap-running

$ virsh domstate 1ab01 # quay vé dung trang thdi 1luc chup

# trong guest: cat /etc/lab-marker = néi dung ci trd lai

# do dung lugng TRUOGC khi xod

$ 1s -1 /var/lib/libvirt/images/1lab0l.qcow2 # apparent size

$ du -h /var/lib/libvirt/images/lab01.qcow2 # block thdt cdp phdt

$ sudo gemu-img info /var/lib/libvirt/images/lab®l1.qcow2 | grep -E 'virtual|disk si

$ virsh snapshot-delete 1ab01 snap-running

# do lgi — ls dung yén, du tut
1s -1 /var/lib/libvirt/images/1ab01.qcow?2
du -h /var/lib/libvirt/images/lab01.qgcow2

&

# xod external: libvirt chay blockcommit ngdm, CHAM hon hédn
$ time virsh snapshot-delete 1ab0l1 snap-ext
$ virsh domblklist lab01 # dd pivot vé file c0

MUC 82

Revert va rebuild giai hai bai toan khac nhau

Day la chd 1&n 16n phé bién nhdt, va ciing la ly do phién nay cé Block B chif khéng diing &

Block A.
REVERT REBUILD
Vé dau mét trang thadi dd biét trang thdi sach tuyét déi
Chi phi giay phut
Thira ké moi thit cé trong dnh chup — ké cd rdc minh khéng biét  khong thira ké gi
minh dd tao
Ch\L'mg minh dugc khéng gicd note ctia minh diing va dua
didu gi
Dung khi hdng ngdy, sau mdi thi nghiém khi khéng con tin trang thdi
hién tai

Dong thirtu la ly do that su clia Block B. Mot script dung lai lab tir s& khong la bai kiém tra
cho ghi chép clia chinh minh: néu note thiéu mét budc, script sé& khdng chay. Snapshot
khéng bao gi& phat hién ra diéu do, vi né mang theo cé nhiing thi ban [dm ma quén ghi.
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BLOCK B - ~35 PHUOT

lab-reset.sh

BLOCK NAY KHONG €0 LOI GIAI

Script chinh 1& artifact cla phién va I& diéu kién ciia méc M-L0. Dudi déy c6 tinh chdt phéi dat,
cd ché clia tiing chd khd, v&i mot s6 maénh 1énh van hanh réi — nhung khéng ¢é script hodn
chinh, 8 day hay & bat ky spoiler ndo. Tu ghép I& phan dang dudc luyén.

Idempotent theo trang thai dau vao

Script phai chay dudc tif ba diém xudt phdat: VM dang chay, VM da tdt nhung con define, VM
khéng tén tai. Cach lam ding l& héi trude réi mdi hanh déng, khéng phdinhét | || true|vao
moidong — | || true |nudt ludn cd 16i that, va ba thdng nita ban sé khéng hiéu vi sao script
"chay xong"” ma chéng cé gi xdy ra.

Coéng cu dé hdild [virsh domstate ). Ba diéu can biét trudc khi dung né trong diéu kién ré
nhdnh:

« Chuditrd vé cé khodng trdng: [shut off,[in shutdown, no state ). Khdng quote khiso
sdnh la gady.

« Domain chua define khéng cho ra chudi ndo — [ virsh |bdo 16i va thodt khdc 0. Pay I
trang thdi thir tu trén thuc t&, phai bét bdng exit code chir khong bdng chudi.

o [—-reason|lam d8i format output. Néu script cé parse thi diing bat.

Danh sdch chudi dc“iy da: | running|, | idle |, |paused|, in shutdown|,|shut off|, |crashed]|,
pmsuspended , no state|

set -euo pipefail], va chd né khong ctiu

Dong dédu script nén cé, nhung hiéu sai né con nguy hiém hon khéng cé.

pipefail gidi quyét gi. Mdc dinh, exit status clia mét pipeline |& status cha lénh cudi clng.

Nghia l& | gemu-img info khong-ton-tai.qcow2 | grep 'virtual size'|khdnglam script chét

du [ gemu-img  dé fail — status clia né bi nuét. Script di tiép trén dirliéu réng, va 16i16 ra & chd
khdc, muén hon nhiéu.

BAY - SET -E CO MOT DANH SACH NGOAI LE

Bash manual liét ké rd: shell khong thodt khi Iénh fail nédm trong danh sdch ngay sau

while )/ until), trong phdn test clia [if ), trong mdt chudi| 8&) hodic | | | (trirIénh cudicling),
trong pipeline ma khong phdi 1énh cudi, hodic khi status bi déo béng [ 1].

Noi ngdn:set -e|khong kich hoat khi status dang dugc dung lam diéu kién. Day vira la thi
ldm méu if ! virsh domstate ..; then|antodn, viralé cdibdy — mdt ham dugc goi trong | if
s& mang "mién nhiém|[set -e|" cho todn bé thén ham, nén moi Iénh fail bén trong dé déu khéng
lam script dung.

V@i[set -ul, hai dang khai trién tham s6 ddng thudc: [{VAR: -default} cho gid tri mdc dinh, va

{VAR:?thdng bao}|dé bdt budc phdi cé — dang thi hai rdt hop cho tham sé ddu vao cla
script, vi né tu diing kém théng bdo thay vi chay tiép véi chudi réng.

Phién 2 — Snapshot va lab-reset.sh 9/20



Thé nao 1a "VM da san sang"

Day l& phan kho nhat cla script, va cling I& phan day dudce nhiéu nhét. Bén méc dudi day
khéng trung nhau, va khodng cdch giira ching la hang chuc gidy:
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trd veé

. X kernel boot xong cloud-init done ssh nhan két noi
virt-install
@ o @ @ >
domain da define chva co IP, user + khoa SSH da cé mdc duy nhat
guest chua boot chua c6 user goi cé thé con dang cai script nén cho

Khodng cach gira méc 1 va méc 4 1a hang chuc gidy, va thay d6i theo tdi mady — nén
moi con sd sleep c6 dinh déu sai: qud ngan thi script gdy, qua dai thi phi thdi gian méi 1an chay.

B&n méc khdc nhau. Script chd nhdm méc la script chay dudc trén mdy minh va gély trén mdy khdc.
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Hai céng cu dé chd, mdi cdi cé cam bdy riéng:

Phia guest — [cloud-init status --wait . N& block tGikhi trang thdirsi khoi not
started |/ running), réi trd exit code: O = xong sach, 1= cé 16i cling, 2 = xong nhung cé
recoverable errors. Hai diéu dé vap:

N6 tré O cd khi cloud-init bi disable — trang thdi|disabled | khédng ndm trong tap I&p, nén
I&nh vé ngay. Script kiéu "chd cloud-init xong roi ssh” sé di tiép ap tic trén mdt mdy da
tdt cloud-init.

Dudi|set -el, exit code 1hodc 2 sé giét script. Guest boot degraded l& chuyén binh
thudng, nén can tu phan loai exit code thay vi dé [set -e|x{ly.

Phia host — virsh domifaddr ). Bangudn, va cd ba déu cé thé réng ngay sau khi boot vi nhing
ly do khdc nhau: | lease| réng khi guest chua DHCP xong; | agent | réng khi guest chua cdi | gemu-
guest-agent ; arp| réng khi chua cé traffic L2 ndio t&i host. Day la ly do Iénh nay phai ndm
trong vong I@p co timeout, khdng phdi goi mot phat.

CLOUD IMAGE KHONG CO6 SAN QEMU-GUEST-AGENT

Kiém manifest clia cloud image noble: khdng ¢é | gemu-guest-agent . Muén dung | --source

agent | thi phdi dua né vao muc |packages: | clia cloud-init — va khi d6 Iqi rdi vao nghich ly "phdi
chd cloud-init xong mdi cé agent dé hdi xem cloud-init xong chua". Vi script reset, dudng
lease |don gidn hon va dd dung.

Tinh chat script phai dat

Idempotent theo ba trang thai dau véo da néu & trén.

Dung khi hdng: set -euo pipefail|ngay dong ddu, va hiéu rd chd né khong clu.

20

Tach "image nao” khéi "dung thé nao": release | mdt bién & déau file, khdng rai rdc trong
URL va tén file. Mdc dinh noble.

Caisdnbo cong cu:|strace ltrace perf bpftrace linux-tools-* build-essentiall. Quyét
dinh mét chd — cai qua packages: | clia cloud-init, hay ssh vio chay [apt | sau? Hai cdch
khdc nhau vé thdi gian va vé khd ndng nhin thdy 16i. Chon va ghi ly do véio note. Poc muc
Bdy vé perf trudc khi tin 1d minh dé& cdi xong.

K&t thic khi VM that su san sang, vai diéu kién diing ré rang va c6 timeout. Khéng [sleep
60 .

In ra thir ding dudc ngay 3 dong cudi: tén VM va IP, hodic théng cau [énh ssh.

Nghiém thu Block B

[] Script chay sach tif cé ba trang thdi dau véio, cé ba lan déu két thic bdng mot VM ssh

vdo dugc.

[J Trong VM vlia dung: [strace -V, bpftrace --version), va perf --version|déuchaqy

dugc.

(] Script khéng cé dong|steep|ndo véi con sé ¢ dinh lam diéu kién san sang.
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= MANH LENH VAN HANH ROI - KHONG PHAI SCRIPT

Day la cdc Iénh don 1& d€ tra ct phdp, khong phdi khung script. Viéc ghép ching lai — thir
tu, ré nhdnh, vong chd, x ly 16i — chinh la bai tap.

DON SACH MOT VM HOST LAB

# domstate: bdat cd trudng hdp domain chua tén tai (exit khdc 0)
$ virsh domstate 1ab01 2>/dev/null || echo undefined

# undefine: cdc cd cdn khi VM dG cé snapshot / UEFI / managed save
$ virsh undefine 1ab®1 --remove-all-storage --snapshots-metadata \
--checkpoints-metadata --managed-save --nvram

chd IP tv lease — ddy chi 1a LENH, vong ldp va timeout tu viét
virsh domifaddr 1ab0l --source lease
virsh net-dhcp-leases default

4 & R

# trong guest: chd cloud-init, vd doc exit code thay vi dé set -e xU 1y

$ cloud-init status --wait; echo "exit=$?"
$ cloud-init status --format json | jg -r '.status, .extended_status'
BLOCK C - ~15 PHUT
| = ~
Do va truy cho nghén

Viéc can lam:

o [time ./lab-reset.sh), chay balén, ghi caba sé. Khdc nhau nhiéu thi tu hdi vi sao — cache
cla apt? DHCP lease cli? page cache ctia host?

« Chua dudi 2 phut thi dinh vi trudc, t8i uu sau. Chén méc thdi gian véio cdc budc dé biét
thdi gian di dau, diing dodn. Thudng cé ding mét budc chiém phan 18n.

« Ghivao note: con s8, budc tdn nhiéu nhét, va mét y tudng cu thé dé rit ngdn — chua cdn
l[am.
GHI KEM DIEU KIEN DO, KHONG THI con sO vd NGHIA

time bao gém cé thai gian tdi géi qua mang, nén né phu thudc dudng truyén va mirror. Ghi
k&m: loai 6 chifa storage pool, cé phai lan chay déu sau khi xod cache khéng, va mang lic dé
thé ndo. Thiéu nhitng thir naly thi lan sau so v&i chinh minh ciing vé nghia.
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MUC 83

Bay da biét

perf cai r6i ma van khong chay

Triéu chiing: |apt install linux-tools-common|thdnh cong, man perf|hoqgt dong, nhung | perf
--version|in ra mét cdnh bdo va khéng lam gi.

Cd ché: | linux-tools-common|ld package kién tric all] — né khéng thé chita binary phu
thudc CPU. Filelist cho thdy né chi cé wrapper script 8| /usr/bin/perf|cong todn bd
manpage. Binary that ndm & /usr/1ib/linux-tools/<kernel>/perf |, thudc mot package gén
vGi ding ABI kernel. Wrapper doc (uname -r | réi di tim binary tuong Ung; khéng thdy thi in:

THONG BAO CUA WRAPPER TRONG GUEST

WARNING: perf not found for kernel 6.8.0-137

You may need to install the following packages for this specific kernel:
linux-tools-6.8.0-137-generic
linux-cloud-tools-6.8.0-137-generic

You may also want to install one of the following packages to keep up to date:
linux-tools-generic
linux-cloud-tools-generic

Cdch stra, va vi sao chon né: cloud image chay meta | linux-image-virtual, nén
metapackage khdp 1a | linux-tools-virtual|. Cdi|linux-tools-$(uname -r) ciling chay dugc
ngay bdy gid¥, nhung né chi khdp kernel dang chay — mét lan (apt upgrade|l&n ABI mdi roi
reboot I perf | gdy lai, vi géi versioned cii & lai con cdi mai khéng dudc kéo vé.
Metapackage mdi la thi tu di theo kernel.

PUNG TIN BAN BUILD NAO cUNG GIONG NHAU

Build cloud image noble hién tai d& cdi sén [ linux-tools-common| v géi versioned tuong (ing,
nén perf|chay dugc ngay sau boot. Nhung bdn GA 24.04 thi khéng c6 bat ky [linux-tools-*
nao, va khong ban ndo cé metapackage. Noi dung image tréi theo tiing build, nén diing khdng
dinh — kiém tai chd bdng [dpkg -1 | grep linux-tools|va|ls /usr/lib/linux-tools/|. Day
ciing chinh 1&1 ly do DoD bét chay thir[ perf —version chirkhéng chitin|apt install|dd xong.

Nghi rang undefine --remove-all-storage| sé an mat cloud image goc

CANH BAO PHO BIEN NAY SAI

Man page néi théng: [énh nay "only removes the top level image of a backing chain, any
backing stores of the image are kept as they may be shared”. Source ciling xdc nhdn — vong Idp
chilady source cdp trén cuing clia mdi| <disk>, khéng di v&io [ <backingStore> . Thém mét I18p bao
vé nita: chi xod dugc volume ma libvirt qudn ly trong storage pool; ngodi pool thiné in “is not
managed by libvirt. Remove it manually.” va bd qua.

RUi ro that cdn canh bdo ndm & chd khdc: né xod overlay clia ban cing toan bé internal

snapshot nGm bén trong, khéng hodn tdc dudc. Va thit that su phd duge cloud image goc 1
virsh blockcommit]commit xuéng tdn ddy — trong lab external snapshot, luén gidi han béng | -
-base |ho&ic| —-shallow), diing bao gid dé né cham tdéi cloud image.
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Bang tra nhanh

TRIEU CHUNG

KIEM CAI NAY TRUGC

snapshot-create-as bdo
unsupported

Bdo "internal snapshots of a VM
with pflash based firmware are
not supported”

Xin external ma van ra internal
snapshot-revert xong VM tét
ngom

virsh undefine fail du VM dd
tét

Script chay tay ting dong thi

dugc, chay cd file thi héng

VM dung xong nhung ssh bdo
REMOTE HOST IDENTIFICATION
HAS CHANGED

Chubi backing ddi bdt thudng

Pia cé phdi gcow?2 khéng: gemu-ing info. Internal ddi gcow?2. Néu VM boot
UEFI thi xem dong dudi.

VM boot UEFI. Trén libvirt 10.0.0 dday 14 16i ciing; chi dugc néi tir libvirt 10.9.0
v& can NVRAM 8 dinh dang qcow2. Budng vong: dung external.

C6 --disk-only hodc —-memspec chua? --diskspec .., snapshot=external
mo&t minh khdong dl khi VM dang chay.

Snapshot dé chup lic VM dang chay hay dé t&t? Revert dua vé diing trang
thdi luc chup. Xem snapshot-info.

VM cé snapshot (--snapshots-metadata), cé managed save (--managed-
save), hodc boot UEFI (--nvram/--keep-nvram). Thiéu c& la fail.

Ba nghi pham theo thir tu: set -e giét 8 mot 1énh minh coi la "dugc phép fail”;
bién méi trudng chi cé & shell tuong tdc (LIBVIRT_DEFAULT_URI l& s& mot); va
script chay nhanh han ngudi nén dung ché chua kip sdn sang.

Host key m@i, known_hosts cii. DAy la viéc script nén xtt ly, khdng phdi viéc

stfa tay méi lan.

gemu-img info --backing-chain, dém sé dong image:. Reset ding cdch ludn
tao overlay tirimage gdc, khdng phai tir dia ctia VM trudc.

MUC 04

Nghiém thu & ciu héi cudi phién

Definition of Done

() Tao snapshot - phd VM - revert - kiém ddu vét bdng mét 1énh, két qua ding nhu

trudce khi pha.

(] Note gidi thich dugc internal snapshot nédm & dau vé mat vat ly, cé bdng ching tir

gemu-img |

U

quan sat dugc.

0O 00

Da tao cd mot internal vé mdt external snapshot, va ghi dudc it nhat hai khdc biét

lab-reset.sh|chay sach tir cd ba trang thdi déu vao.
Trong VM vira dung: [strace -V|, bpftrace --version),|perf --version)déu chay dugc.

Ba con sé | time | trong note, kém mot cau chi ra budc tén nhiéu thdi gian nhat.

(] M-LO: xod VM hodan todn réi dung Iqi chi bdng mét Iénh, khdng md note ra tra.

Chua xong ma hét gid thi diing ding chd dang ding va ghi lai chd vudng. Phién sau can VM
chay dugc, khéng can script hodin hdo — script con dé thi hoan thién dan, diing lan gid.
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CAau hoi ki€ém tra — dong terminal, d6ng trang nay

Internal va external snapshot khdc nhau 8 chd néio vé mat file trén dia? Néu mot hé
qué thuc té& cla khdc biét d6 ma ban quan sdt dugc trong phién nay.

= Y CAN c0

Internal nédm trong chinh file gcow2 (snapshot table + bang L1 + dnh RAM néu
chup luc chay) — sé file khéng déi, file phinh ra. External tao file mdi, file cii thanh
backing read-only — chudi dai thém mét téng. Hé qud quan sat dudc, chdp nhén
béat ky cdi ndo: th&i gian xod (internal géin nhu tuc thi, external phdi blockcommit
nén lau); s6 dong | image: trong|gemu-img info --backing-chain); hay | domblklist
tré vao file khac sau khi tgo external.

\

@ Cé dung la internal snapshot dd bi deprecated khéng? Trd IGi va noi rd ai deprecate.

m Y CAN cO

Phai tach dugc ba tang. QEMU upstream: khéng deprecate, con thém APl mdi
cho né. libvirt upstream: khéng cé cdnh bdo deprecation, con dang stta 16i cho
internal 3 cdc bén gdn day. Red Hat: c6 — deprecated tir RHEL 8, RHEL 9.4 thay
bdng external, RHEL 10 néi thdng khéng dung trong production. Ddy la chinh sdch
hd trg clia vendor, khong phai cdi chét k¥ thudt 3 upstream. Diém &n thém néu
noi dugc vi sao phdn biét hai chuyén ndy quan trong.

@ snapshot-revert|va chay lai [ lab-reset.sh déu cho ra "VM sach”. K& hai thi khdc
nhau giifa hai két qud, vat mot tinh hudng cu thé ma revert khong du.

= Y CAN c0

Khdc biét: thai gian (gidy vs phit); revert thita k& moi thir cé trong dnh chup ké
cd rdc khéng biét minh dd tao, rebuild thi khdng; revert khong dung t&i thi ném
ngodi VM (file trén host, [known_hosts |, DHCP lease), rebuild thi d&i hét; va quan
trong nhdt — chi rebuild ma&i ching minh dudc note clia minh ding va dd. Tinh
huéng revert khéng du: khi khédng con tin trang thdi d& chup (dé cai linh tinh trudc
khi chup), hodic khi can chiing minh quy trinh dung lqi tir s6 khéng chay dugc.

Phién 2 — Snapshot va lab-reset.sh

16/20



Script chd VM "sdn sang" bdng cdch ndo, va vi sao cdch doé ding hon [steep|? Néu VM
boot chdm gép dbi binh thudng thi script lam gi?

= Y CAN cO

Phdi néu dugc rdng "sén sang" cé nhiéu méc khdc nhau — virt-install trd vé =
kernel boot xong # cloud-init done # ssh nhan k&t néi — va script phdi chd ding
méc cubi. Cdch chd: vong I8p poll mét diéu kién quan sat dudc ((cloud-init
status --wait|phia guest, hodc virsh domifaddr|réithlr ssh phia host) kém
timeout. [sleep| cd dinh sai vi thdi gian boot ddi theo t&i mdy: qud ngdn thi géy,
qud dai thi phi méildn chay. Boot chdm gdp déi: vong Idp van chd téi khi diéu
kién dung, chi diing khi cham timeout, v& khi dé phdi bdo 16i ré raing chit khdng im
Iang di tiép.

Ban xod mét internal snapshot.[1s -1|cho thdy file khédng nhé di. Vay dung lugng cé
dudgc gidi phdng khéng?

= YV CAN cO

C, nhung khéng & chd [ 1s|nhin. gcow?2 dung refcount: cluster vé refcount O 1&
tréng va dudc tdi sir dung, nhung file khéng bao gid tu truncate nén apparent size
diing yén. Déng thdi option pass-discard-snapshot | mdc dinh bat khién QEMU
punch hole xudng filesystem, nén sé block cap phat that (du -h, hodc dong [disk
size|cla|gemu-img info ) gidm ngay. Muén file that sunhd lai thi phdi| gemu-img
convert viét lai.

Stretch — chi khi du gid, khong tinh vao DoD

« Golden image: thay vi cdi cong cu 8 mdi lan reset, cai mot Idn vao mdt image riéng roi dé
script tao overlay tirimage dé. Pay thudng I& cdch duy nhat xuéng séu dudi 2 phut — do
lgi v& so v3i ba con s6 ban ddu. [virt-sysprep |Id cdng cu ddng biét & day, nhung tu tay
lam trudc dé hiéu né don cdi gi va vi sao cén don.

 Release thanh tham s6: [lab-reset.sh —-release noble|resolute ). Chd dé sai: d8irelease
thi| —-osinfo | phdi ddi theo, va hai image khdng nén diing chung mét tén VM.

 Snapshot tree: tao A - slfa - B - revert vé A - slfa khdc - C. snapshot-list —-tree|ldc
nay hinh gi? Day I& md hinh sé& dung khi mudn giir nhiéu trang thdi lab song song & cdc
phase sau.

« Do cai gid clia external: tao mét external snapshot, ghi véai trdm MB trong guest, roi [ time
virsh snapshot-deletel. So vdithdi gian xod internal. Con s& nay l& ly do ngudi ta van
dung internal cho lab du vendor khéng khuyén khich.
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MUC 85

Nguon & doc thém

Poc trong hodic ngay sau phién

TAI LIEU CHINH CHO

RHEL 10 — Saving and restoring VM state by using snapshots https: //docs.redhat.com/en/do
cumentation/red_hat_enterprise_linux/10/html/configuring_and_managing_linux_virtual_machines/savin

g-and-restoring-virtual-machine-state-by-using-snapshots

Muc "Support limitations”: Red Hat chi hd trg external, va néi thdng internal deprecated trong RHEL 10.

TAI LIEU CHINH CHU

GNU Bash Manual — The Set Builtin https: //www.gnu.org/software/bash/manual/html_node/The-Set
-Builtin.html

Poc phdn -e dé thdy danh sdch ngoqi &, va pipefail. Pay I ngudn gdc clia moi hiéu nhdm vé set -e.

TAI LIEU CHINH CHU
cloud-init — CLI reference (status) https://docs.cloud-init.io/en/latest/reference/cli.html

Ngir nghia - -wait va ba exit code 0/1/2. Doc trudc khi dua [énh ndy vao script chay dudi set -e.

Tra khi can, khéng doc tuyén tinh

MAN PAGE
Vil’sh(1) https://libvirt.org/manpages/virsh.html

Poc muc console, ttyconsole, domifaddr, net-dhcp-leases, va option toan cuc -e.

TAI LIEU CHINH CHU
libvirt NEWS — lich st tinh ndng theo version https: //libvirt.org/news.htnl

Tra "external snapshot”: delete cé tir 9.0.0 (01/2023), revert tir 9.9.0 (11/2023). Ciing la ngi thay
internal snapshot vén dang dudc stfa ¢ 10.9.0-11.0.0.

SOURCE / PACKAGING

libvirt — src/qemu/qemu_snapshot.c https://raw.githubusercontent.com/libvirt/libvirt/maste

r/src/qemu/qemu_snapshot.c

Nguén duy nhdt tré 18i chinh xdc "khéng ¢& nao thi ra internal hay external” va "--force bypass dugc
ding diéu kién nao".

TAI LIEU CHINH CHU

QEMU - qcow2 imqge format speciﬁcqtion https://www.qgemu.org/docs/master/interop/qcow2.h
tml

Muc Snapshots: snapshot table, va trudng "Size of the VM state” chiing minh RAM ndm trong file
qcow?2.

TAI LIEU CHINH CHU
qemu—img https://www.qgemu.org/docs/master/tools/gemu-img.html

Backing chain, commit, rebase -u. Nhd rdng phdan synopsis in nhdm -B; CLI that la -F.
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https://www.gnu.org/software/bash/manual/html_node/The-Set-Builtin.html
https://docs.cloud-init.io/en/latest/reference/cli.html
https://libvirt.org/manpages/virsh.html
https://libvirt.org/news.html
https://raw.githubusercontent.com/libvirt/libvirt/master/src/qemu/qemu_snapshot.c
https://raw.githubusercontent.com/libvirt/libvirt/master/src/qemu/qemu_snapshot.c
https://www.qemu.org/docs/master/interop/qcow2.html
https://www.qemu.org/docs/master/interop/qcow2.html
https://www.qemu.org/docs/master/tools/qemu-img.html

TAI LIEU CHINH CHU

GNU Bash Manual — Shell Parameter Expansion https: //www.gnu.org/software/bash/manual/htm

1_node/Shell-Parameter-Expansion.html

Cdc dang ${var:-default} v& ${var:?message} — cédng cu séng chung vdi set -u.

SOURCE / PACKAGING
Manifest cla cloud image noble https://cloud-images.ubuntu.com/noble/current/noble-server-cl

oudimg-amdé4.manifest

Danh sdch goi c¢é sén trong image. Tra "linux-" va "gemu-guest-agent” dé biét cdi gi dé cai sén, cdi gi
chua.

P& danh cho cdc phién sau

TAI LIEU CHINH CHU
Snapshot XML format nttps: //1ibvirt.org/formatsnapshot.html

internal (mot file) vs external (snapshot mét file, delta file khdc) — véi dia dé cé backing chain thi
khéng tdm thudng.

TAI LIEU CHINH CHU
libvirt wiki — QEMU guest agent nttps: //wiki.libvirt.org/Qemu_guest_agent.html

Céin gi dé agent chay: package trong guest + channel virtio tén org.qgemu.guest _agent.0.

Dan trong bai

TAI LIEU CHINH CHU

RHEL 9 — Considerations in adopting, ch. 26 Virtualization nttps: //docs.redhat.com/en/docu
mentation/red_hat_enterprise_linux/9/html/considerations_in_adopting_rhel_9/assembly_virtualizatio
n_considerations-in-adopting-rhel-9

Cau chét: RHEL 9.4 thay cd ché internal dd deprecated bding external.

TAI LIEU CHINH CHU
QEMU — Deprecated features https://www.genu.org/docs/master/about/deprecated.html

Dung dé kiém chiing diéu NGUGQC lai: savevm/loadvm/internal snapshot khéng ¢é trong danh sdch
nay.

SOURCE / PACKAGING

packages.ubuntu.com — filelist clia linux-tools-common nttps: //packages.ubuntu.com/nobl

e/all/linux-tools-common/filelist

Bding chig géi nay la arch "all” var chi chita wrapper + manpage, khdng c6 binary perf that.

SOURCE / PACKAGING

packages.ubuntu.com — linux-tools-virtual (noble) nttps: //packages.ubuntu.con/noble/linux

-tools-virtual

Metapackage bdm ABI kernel clia cloud image. Xem cot Depends dé thdy né trd tdi goi versioned ndo.
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Hai mau dang nhé

Vi SAO XO0A SNAPSHOT LAI LA MOT BLOCK JOB

Vdiinternal, xod |a thao tdc metadata: bé mot entry khéi snapshot table, gidm refcount, xong.
V3i external, libvirt khéng cé cd ché riéng dé xod — né chay chinh [blockcommit ngdm bén
dudi, tuc l& copy dir liéu that tir tang trén xudng téng dudi réi méi pivot. D6 la ly do xod
external can mot job chay nén, cé thé theo déi bdng virsh blockjob), va mdt thai gian ti & véi
lugng dir liéu da ghi ké tir lic chup. Cung mét Iénh [snapshot-delete |, hai thé gidi chi phi hodn
todn khdc nhau.

CAI piA 206 PEN TU DPAU

Overlay tao v@ikich thudc 20G, nhung bdng phdan ving bén trong dugc copy tu cloud image
gbc chi vai GB. Guest kernel thdy dia 20G ma partition van bé. Thi va khodng cdch dé & hai
module cloud-init chay rét sém & stage | init | growpart|ndi partition, réi| resizefs |ndi
filesystem theo. C& hai déu 11 PER_ALWAYS| — chay méi lan boot, khéng phdi chi lan ddu. Hé qud
tién Igi: sau ndly [ gemu-img resize|overlay I&n I8n hon réi reboot la filesystem tu ndi tiép, khéng
can|cloud-init clean|gicad.

Moi khdng dinh k¥ thudt & trén d& ddi chiéu tai liéu va source upstream — libvirt, QEMU, cloud-init, GNU
bash, packages.ubuntu.com — tinh dén 22/08/2026. Ba chd léch vdi tdi liéu phé bién (deprecation clia
internal snapshot, pham vi thét clia | --force |, va| undefine --remove-all-storage|co dn backing file
khéng) dugc ddnh ddu riéng kém bdng chimg.
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