LO TRINH LINUX - PHASE 1 - PHIEN 3

Phién 3 — fork, exec, wait: zombie va orphan

Bon 13i goi hé thong dung nén toan bd vong d6i mét tién trinh. Phién nay lam hdéng vong ddi
@6 mét cach cé chu dich, nhin cai x4c nam lai trong /proc, roi don.

THOI LUQONG THUOC Moc DAU VAO

2 gi&, khéng lan gig Phase 1 — Process, fd, chudn bj cho M-L1 Phién 2 d& xong
signal (Phién 8)

ARTIFACT

ba chuong trinh C nhé +

note

Phase 0 dyng chd dé pha. Phase 1 bat dau pha — va bat dau tii tAng nén: cdch mét tién
trinh sinh ra, thay hinh d6i dang, chét, va dugc don xdc. Moi thii vé sau (container thay
PID 1 1a chinh nd, docker stop|phaichs 10 gidy, service systemd biét con n6 chét) déu
la hé qua cuia bon 161 goi trong phién nay.

CACH DUNG TRANG NAY

Phén co ché doc trudce khi gd — né khdng tinh vaio timebox clia block. Ba chuong trinh C 1& sén
phdm cla phién, nén khéng cé 18i gidi & bat ky dau trén trang nay, ké cd sau spoiler. Thif ndm
trong spoiler chila 1énh van hanh: bién dich, quan sat, doc | /proc).

MUC @80
Trudc khi bam gio

TOAN BO PHIEN NAY CHAY TRONG GUEST

Khéng phai trén mdy tram. Phién ndy c6 tinh tao tién trinh khéng dudc don, vé phén Stretch
con dung td&i gidi han s6 tién trinh. D6 chinh la ly do Phase 0 ton tai. Chup mot snapshot trudc
khi b&t déu — néu chua quen tay thi doc lai Phién 2.

[J VM dung lgi dugc va ssh vaio duge. Hdng chd ndy thi diing, quay vé Phién 2 — cé phién
hdm nay ndm trong guest.

(] Trong guest: gcc --version|chay dugc. Khéng c6 thi build-essential) chua vdao —
stfa & lab-reset.sh|chidiing apt installtay, néu khdéng lan reset sau lai thiéu.

(] |strace -V chay dugc. Phiénndy dung  strace dé thdy tén syscall thdt, khdc tén ham
C — d6 la mdt trong nhifng thir ddng nhd nhét clia budi.

(] |pstree -V]chay dugc. Cdindy hay thi€u: né thudc géi psmisc ), khéng di kém | procps .
Thiéu thi thém véo [lab-reset.sh .

(] Ghivao note bacon s6 cla guest, sé& dung 8 muc Béay va Stretch: | cat
/proc/sys/kernel/pid_max |, |ulimit -u|, vO | nproc|.

() Ghiludn uname -r|va|systemctl --version | head -1).Haicon sé ndy quyét dinh cdu
trd I8i clia Block B vé clia phan [ pid_max .

() Hai phién terminal vao cling VM, m& s@n. Mot dé chay chuang trinh, mét dé quan sat
trong lic né con sdng. Zombie chi ton tai vai chuc gidy — khéng kip ma terminal thir
hai |& mat canh.
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http://127.0.0.1:34195/sessions/02-snapshot-reset/

MUC 81

Bon ddng ti, va khong cii nao lam viéc cua cai kia

Trén Linux khéng c6 I8i goi "tao mdt tién trinh chay chuong trinh X". Céu néi d6 gdp hai viéc
r&i nhau, va viéc gop ching trong ddu la ngudn clia gén nhu moi hiéu nhadm sau ndy. Bon

déng tir, bén viéc khdc hén nhau:

LOI 60I LAM 6I KHONG LAM 61 BO QUEN THI THAY 61
fork nhan ban tién trinh khéng nap chuang trinh mdi, khéng kiém gid tri trd vé = cd hai nhdnh
dang goi thanh hai khéng déi gi trong bén sao clung chay moét dogn code

execve thay chuong trinh bén  khéng tgo tién trinh mdi,
trong tién trinh hién tai  khéng trd vé khi thanh céng

_exit chdm dit, délqi 8 bit  khdng xod tién trinh khdi hé

trang thdi cho cha théng

wait thutrang thdiva gidi  khéng giét dugc gi, khéng téc
phéng phén conlaiclia déng lén con dang séng
con

B6n trang man tudng ting nén ma sdn trong lic lam phién ndy — phan 16n céu hdi & cdc block

code sau exec van chay = exec dd fail,
khéng phdi “chay xong roi vé"

khéng cé gi sai — cdi xdc ném lai & ding
thiét ke

zombie chdt déng cho t&i khi cha chét

dudi trd 18i dugc bdng cdch doc ding mdt doan trong dé.
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fork() waitpid()

CHA L @ >
A
badn sao status
execve() — tuy chon _exit(code)
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cung mot PID, chudng trinh khac

dad trd lai: address space, s6 PID dugc thu hoi
bang fd, fs context, cgroup d day, khong sdm han

Dai ZOMBIE kéo dai ding bang khodng thoi gian cha chua goi wait. Cha khéng bao gi® goi = ndé kéo dai tdi khi chinh cha chét.

Cai chét clia mét tién trinh c6 hai th&i diém, khdng phdi mot: lic né ngiing chay, va ldc cha thu xdc. Khodng giita hai thdi diém d6 la toan bd ndi dung clia Block A.
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fork nhan ban cai gi — va bé lai cai gi
Man page md ddu bdng mot céu tuyét di: con la "an exact duplicate of the parent process

except for the following points”. Chit "except” mdi l& chd dang doc, vi mdc dinh 1& ké thira
hét — danh sdch ngoai 1é ngdn va cé logic.

Vé bd nhd, dling hinh dung mét phép copy. Cung man page, muc NOTES: “Under Linux, fork()
is implemented using copy-on-write pages, so the only penalty that it incurs is the time and
memory required to duplicate the parent’s page tables, and to create a unique task
structure for the child.” Chi phi that [a nhén ban béng phan trang, khéng phdi nhén ban dit
lidu — nén fork mot tién trinh 8 GiB khéng tén 8 GiB, nhung ciing khéng hé mién phi.

CON KHONG KE THUA vi SAO HOP LY

tép signal dang ché (pending) signal gtii cho cha khéng c6 ly do gi phdi nhan dai
alarm, setitimer, timer_create hai tién trinh cing né chuéng mot lan dét la vé nghia
memory lock (mlock), semaphore adjustment, déu la tai nguyén gdn véi mét tién trinh cu thé

async |/O dang d&

record lock kiéu fcntl truyén théng nhung OFD lock va flock thi ¢d ké thitfa — ba loai khod,
hai hanh vi khac nhau

bd dém tha&i gian CPU (times) vé getrusage dat lai vé 0, néu khéng thi moi phép do déu sai

PR_SET_PDEATHSIG bi xod = muén "con chét theo cha" thi phéi ddt lai trong
con, sau fork

CHO TAI LIEU PHO BIEN NOI SAI - IN HAI LAN KHONG PHAI LOI cUA FORK

Buffer clia [stdio|ld bd nhé user-space, nén né dugc nhan bén nguyén trang, ké cd phan
chua flush. Ca hai tién trinh vé sau déu flush b&n clia minh = dong chii ra hai lan.

L&i khuyé&n phé bién "nhd thém [\n " chi ding khi stdout I terminal. Luat buffering la: stream

noi vao terminal thi line-buffered, néi vao file hay pipe thi fully buffered, con stderr thi khong

buffer. Nghia l& chuong trinh cé [ \n| ddy dd van in hai lan ngay khiban > out.txt | hodic|| tee
— day chinh la dang bug "chay tay thi ding, chay trong Cl thi sai” kinh dién.

Hai cdch slra, va ching khdc nhau: | fflush (NULL) | trude khi fork (don sach buffer trudc khi
nhdn d6i), va dung | _exit|thay|exit|trong con (khéng chay atexit, khéng flush ban sao).
Block A sé& bdt ban nhin thdy hién tugng ndy trudc khi sira.

BAY . STRACE IN "CLONE", KHONG PHAI "FORK"

T glibc 2.3.3, ham [ fork () | khéng goi syscall cling t&n nita ma goi clone . Man page phdt biéu
tuang duong ngir nghia la “a call to fork() is equivalent to a call to clone(2) specifying flags as
just SIGCHLD";| strace |thuc té sé hién thém CLONE_CHILD_SETTID|CLONE_CHILD_CLEARTID|— dé
l& s sdch ndi bo clia thu vién thread, khong déi ngif nghia ndo ma chuang trinh quan st
dugce.

Di xa han mét budc: trén arm64 va riscv khéng hé c6 syscall | fork , chi cé [clone . Nén "ham C

tén gi" va "syscall tén gi" la hai céu hdi khdc nhau — théi quen tdch bach hai tang dé sé tré
cbng sudt cdc phase sau.
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Bang doi chiéu: qua fork thi sao, qua exec thi sao

Day 16 bang ddng chép tay vao note. Hai phép bién d6i nay khéng ddi ximng, va mdy dong
l&ch nhau 1& nai sinh ra nhitng con bug khé nhat.

THUGC TINH QUA FORK QUA EXECVE

PID mai gilr nguyén

file descriptor dang mé ké thlra gilr, trircdicd ¢S FD_CLOEXEC

signal mask ké thlra giit — khéng hé bi reset

signal dang chd (pending) x0d sach gilt

signal handler da cai ké thlra reset vé& SIG_DFL; signal dang ignore thi van ignore
alarm/ setitimer khéng ké thira giir

POSIX timer (timer_create) khéng ké thira khéng gilt

viing nhé (mmap, heap, stack)  nhan bdn kiéu COW vt hét, dung lai tif file thuc thi

handler atexit ké& thira mdt

cwd, umask, nice, rlimit ké thira gilr

poC KY HAI DONG NGUOC NHAU

alarm|//setitimer | ché&t & fork nhung séng qua exec; POSIX timer thi chét & c& hai. Rat nhiéu
tai liéu gép chung thanh mét dong "timer” — sai & cd hai chiéu. Tuong tu, tap signal dang chd
bi xod & fork nhung dudc gilr qua exec: ding ngugc nhau.

Man page ciia | execve | con danh hdn mét doan dé dap mot cdch néi phd bién: "One sometimes
sees execve() ... described as ‘executing a new process-.. This is a highly misleading
description: there is no new process; many attributes of the calling process remain unchanged
(in particular, its PID)."

Mot zombie that sy con giti nhiing gi

Man page dinh nghia gon: "A child that terminates, but has not been waited for becomes a
‘zombie'. The kernel maintains a minimal set of information about the zombie process (PID,
termination status, resource usage information) in order to allow the parent to later perform
a wait”.

Chit minimal &6 cu thé t&i mic ndo thi phdi xem source. Trong [do_exit() |, thir tu cdc budc l&
bdng chiing: address space dudc tré lai ((exit_nm|), béng file descriptor dudc trd lai
(lexit_files)), fs context, IPC, namespace, cgroup — tdt ca déu xong trudc, réi mdi tai
exit_notify() 1& chd ddt | EXIT_ZOMBIE|.
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CHO TAI LIEU PHO BIEN NOI SAI - "ZOMBIE AN RAM"

Khoéng. Dén luc thanh zombie thi RSS da vé 0, file da ddng, kernel stack déa trd. Con lai la
task_struct| + cdu tric signal + moét struct pid| — c& vai KB bd nhd kernel, va quan trong hon
cd: moét sd PID.

Diéu nay kiém dudc tai chd, va Block A bdt ban kiém: | /proc/<zombie>/status) khdng cé bdt ky
dong vmx  hay [Rssx| ndio — khong phdi "bding 0", ma 1 khdng tén tai dong d6, vi trinh sinh ndi
dung bd qua cé khai khi tién trinh khéng con [mm|. V& [ /proc/<zombie>/fd/ | réng.

Cdi gid that khi zombie tich tu 1& can PID, khéng phéi can RAM. Nguén chinh chd clia| tini | néi
ding chit d6: zombie c6 thé “starve your entire system for PIDs".

CHO TAI LIEU PHO BIEN NOI SAI - "KILL -9 CON ZOMBIE DO PI"

kill -9|1én mdt zombie khéng lam gi cd, va té hon: né trd vé 0, nén trong nhu dé thanh cong.
Ca ché ndm & [prepare_signal() |trong kernel: moi lan [exit_group() |déu bat c&
SIGNAL_GROUP_EXIT, v& ham ndy vt signal ngay khi thdy c& d6, kém ding mdt dong comment
"The process is in the middle of dying, drop the signal.” Khéng cé gi dé giét vi khdng con gi
chay.

Cdch duy nhdt lam zombie bién mdt I& cha goi (wait |, hodic cha chét dé zombie dugc chuyén
sang mot reaper biét don. Meo déan gian "giét cha né di" vi thé ding, nhung ding vi ly do khdc
vGily do ngudi ta hay gidi thich.

Ghi chi vé nguén: khdng man page ndo phdt biéu thdng diéu nay — bdng chiing & trén Idy tir
kernel source. Trong phién, hdy tu kiém bdng thuc nghiém & Block A chir ding tin vi trang nay
noi.

BLOCK A - ~35 PHUT
Tao mot zombie, réi don né

BLOCK NAY KHONG CO LOI GIAI

Chuang trinh C la thir dang dudc luyén. Dudi ddy cé mé ta viée, cdc cdu hdi phdi tu trd 15i trude
khi gé, va1 Iénh vén hanh dé quan sét. Khéng cé mé nguén, & day hay & bat ky spoiler ndo.

Lam ra zombie va nhin tin mat

Chuang trinh 1 — cha fork ra mét con; con thodt ngay véi mét mé thodt ban tu chon; cha ngu
dd lau dé€ ban kip quan sdt & terminal thit hai.

Tré 16i trudc khi go dong ddu tién:

« Chibdng gid tri| fork() | trd vé, lam sao biét minh dang & nhdnh ndo? Va vi sao bét budc
phai x{ ly riéng trudng hap trd vé dm — bd qua né thi chuyén gi xdy ra khi hé théng can
PID?

¢ Chamuénin PID clia con, con muén in PID cla chinh né. Hai gid tri d6 Idy tir hai chd khéc
nhau — ché ndo?

« Connénkét thic bdng exit] hay|_exit ? Doc lai hdp canh bdo vé [stdio] 8 muc 01 trudc
khi quyét dinh, va ghi ly do vao note.
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« Chon maé thodt ndo? Puing chon 0 hay 1 — chon mét s& dé nhan ra gilia déng output, vi du
mot s6 hai chir sé khong tron.

Viéc can lam:

1. Bién dich v3i c&nh bdo bat hét. Trinh bién dich sé bt gitip ban it nhdt mot 16i & bai ndy
néu ban dé né néi.

2. Chay. Trong ltic cha con ngl, & terminal thir hai: tim dong c6 [STAT | bdt ddu bdng [z |. Ghi
lai PID va PPID cla né.

3. Phép do quan trong nhdt cta block: dém sé dong clia| /proc/<zombie>/status|vé clia
/proc/<cha>/status|. Hai con s6 phdi khdc nhau ré rét. Liét ké it nhat hai dong cé 8 cha
ma khong cé & zombie — ddy la bdng chitng cho muc 01, va 1& thir di vaio Definition of
Done.

4./1s /proc/<zombie>/fd/|vé|cat /proc/<zombie>/cmdline . K&t qud gidithich ludn visao|ps
hién thi tén trong ngodc vudng kém | <defunct> | thay vi dong lénh ddy da.

5. Thit| kill -9 Ién zombie. Ghilgi cd hai: exit code clia chinh [énh|kill |, va trang thdi cla
zombie sau dé. Mot trong hai sé lam ban ngac nhién.

6. Chay lai chuong trinh nhung chuyén hudng ra file, réi| cat | file dé. So s& dong véi ldn chay
théng ra terminal. Khdc nhau thi dimng stra vai — hiéu vi sao trudc dd.

7.|strace| chuong trinh, chiloc bén syscall lién quan. Ba trong bén tén dé khéng trung vai
tén ham C ban dd goi. Ghi vao note ba cdp tén do.

-

m HIEN LENH QUAN SAT - BLOCK A

Day la 1&énh van hanh, khéng phai khung chuong trinh. Thay (<pid>|bdng sé that.

BIEN DICH VA CHAY TRONG GUEST

$ gcc -Wall -Wextra -00 -g -o zombie zombie.c
$ ./zombie # terminal 1
$ ./zombie > out.txt ; wc -1 out.txt # 1dn chay th¢ hai, so sé dong

QUAN SAT TRONG LUC CHA CON NGU TERMINAL 2, CUNG GUEST

# tim moi tién trinh c¢6 trang thdi Z; neo ~Z d& chi khdp ky tv ddu
$ ps -eo pid,ppid,stat,comm --no-headers | awk '$3 ~ /7Z/'

# nhin cd cdy @€ thdy AI dang khéng don
ps -eo pid,ppid,stat,comm --forest | grep -A2 -B2 defunct
pstree -p <pid cha>

A N

# phép do chinh: hai con sé nay phdi khdc nhau
wc -1 /proc/<zombie>/status /proc/<cha>/status
diff <(cut -d: -f1 /proc/<cha>/status) <(cut -d: -fl1 /proc/<zombie>/status)

- N

grep -E 'A(Name|State|Pid|PPid|Threads):' /proc/<zombie>/status
1s -1 /proc/<zombie>/fd/ ; cat /proc/<zombie>/cmdline | wc -c

A &

# tho giét cdi dd chét — chy ¢ exit code
kill -9 <zombie> ; echo "kill tra ve $?"
ps -o pid,stat= -p <zombie>

N N
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TEN HAM C SO VOI TEN SYSCALL TRONG GUEST

$ strace -f -e trace=clone,clone3,fork,execve,wait4,waitid, exit,exit_group ./zombie
# ghi vao note: fork() hien ra la gi, exit() hien ra la gi, waitpid() hien ra la g

Don bang waitpid

Chuong trinh 1b — bdén stia: cha goi (waitpid| vé in ra mé thoat ma né thu dudc, déi chiéu vdi

con s6 ban dé& chon.

Tré I8i trudc khi gb:

e Thamsé pid cla waitpid|cé bén nghia tuy déu va gid tri. Bai ndly can nghia ndio, va néu
sau ndy cé mudi con thi déi sang nghia ndo?

o Mdc dinh|waitpid| chdn. Néu mudn cha vira chd vira lam viéc khdc thi thém cd ndo — va
khi @6 gid tritréd vé |0 nghia l& gi, khdc gi véi | -1]?

 Bién|status|nhdn vé khéng phdi mé thodt. Muén Idy mé thodt ra thi phai qua macro ndo,
va macro dé chi dugc dliing sau khi macro ndo tré vé ding?

Nghiém thu Block A
(] Céo trong note mot dong ps| that véi| STAT G|z, kem PID va PPID.

(] Neéudugc it nhat hai dong c6 trong | /proc/<cha>/status| md|/proc/<zombie>/status
khong cé.

(] Ghidudc exit code clia kill -9 Iénzombie va trang thdi sau do, kém mét cau gidi
thich vi sao hai thir 6 khéng mau thudn nhau.

(O Gidi thich dugc chénh 1éch s6 dong gitia chay ra terminal va chay ra file — bdng co
ché, khong bding "chdc 1 do buffer”.

(J Ban1b khéng d€ lai zombie ndo va in ding mé thodt dd chon.

MUC 02
Ai nhin nuéi tré mo coi

Khi cha chét trudc con, con thanh orphan va dugc gdn cha mdi. Cau tré 18i phé bién — "vé
PID 1" — l& phién bén rit gon t3i mic sai. Ludt that cé ba budc, va kernel viét thdng né thanh
comment ngay trén ham quyét dinh:
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cha cla P vUa chét
1 - con thread ndo sdng trong co > P 6 lai chinh tién trinh d6
cung thread group khong? khéng hé md cdi — budc ai clng quén
. J . J

¢ khong

2 - c6 t0 tién nao bat c6 subreaper GAN NHAT nhan nudi

PR_SET_CHILD_SUBREAPER, »| di ngugc chudi tién trinh cha,

cung PID namespace? khong phai chudi cgroup hay session
¢ khong

3 - init cU0a PID namespace ] > PID 1 — nhung PID 1 CUA AI

hién tai J trong container: PID 1 cUa container

Chi khi cd budc 1 va budc 2 trudgt thi cdu trd 18i "vé PID 1" mdéi ding — va né van con phy thudc minh dang & namespace nao.

Ba budc, khéng moét budc. Budc 2 1a thi lam cdu trd 18i khdc nhau gitta hai cdch khéi chay cung mét chuang trinh trén cing mét mdy.
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Man page phdt biéu budc 2 gon nhat: "When a process becomes orphaned ... that process
will be reparented to the nearest still living ancestor subreaper”. C8 nay cé tu Linux 3.4,
khéng ké thira qua fork, nhung giit qua exec — hai tinh chat trdi ngugc nhau dé sé quyét dinh
cdch ban viét wrapper & Block B.

CHO TAI LIEU PHO BIEN NOI SAI - "ORPHAN LUON VE PID 1"

systemd --user |ty ddt minh ldm subreaper tir systemd 188. Trong source hién tai, ham
make_reaper_process() | cé mot nhdnh thodt sém: néu tién trinh goi chinh Id PID 1thi né trd vé
ngay ma khong goi [prctl] — viPID 1dd la reaper clia namespace theo dinh nghia. Chi
manager khéng phdi PID 1 méi that sy bat ca.

Nhung — va ddy & chd ciing dé néi sai theo chiéu ngudc lai — diéu quyét dinh khéng phai
"ban dang trong session clia user ndo”, md I chudi tién trinh cha cé di quasystemd --user
hay khong:

Trén desktop hién dai, ing dung dudc | systemd --user |khd&i chay trong mét scope riéng =
né la t8 tién = orphan vé né.

Vao bding ssh: shell I con clia( sshd |, md [sshd|la con clia PID 1. [systemd —user |tdn tai
nhung ndm & mdt nhdnh song song, khong phai té tién = orphan vé PID 1.

Bén trong mot service systemd: chudi cha la service - PID 1, khéng cé subreaper trung gian
=PID1.

VM lab dugc vao bdng ssh, nén Block B sé cho [PPid = 1. D6 la két qua ding — nhung ding vi
chudi cha khéng c6 subreaper ndo, khéng vi "ludn ludn 1 PID 1", Viéc clia Block B & chiing minh
su khdc biét dé bdng thuc nghiém.

vi SA0 SYSTEMD VAN KHONG MAT DAU TIEN TRINH

Néu reparent 1am réi cdy tién trinh, [dm sao | systemctl stop|van don sach dugc mét service
c6 tién trinh double-fork? Vi systemd khéng theo ddi bdng quan hé cha-con: né theo doi
bdng cgroup. Reparent déi cha, nhung khéng déi cgroup — muén ra khdi cgroup phdi cé thao
tdc tusng minh. Day la y tudng sé quay lai  Phase 4 vala ly do |KillMode= | mdc dinh la
control-group |

BLOCK B - ~30 PHUT

Orphan va reparent

Chudng trinh 2 — cha fork ra mét con rdi thodt ngay; con Idp trong khodng 15 gidy, méi gidy
in ra PID cta chinh né va PID cha hién tai.

Tré Isi trudc khi go:

« Chathodt ngay = shell thay 1énh d& xong vé trd prompt vé, nhung con van dang ghi vaio
cuing terminal. Diéu dé cé 1am ban doc nhéim output khong, va cdch gon nhét dé tdch hai
lubng ra l& gi?

« PID cha hién tai phéi hdi lgi mdi vong I&p, khéng phai luu mét 1én ldc bdt ddu. Vi sao — va
néu luu mot lan thi ban sé thay gi?

« Output clia con cé ra kip khéng, hay ndm trong buffer t&i lic chuong trinh thodt? Poc lqi
hop vé [stdio| & muc 01. Cé it nhat hai cdch xi ly; chon mét va ghi ly do.
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Viéc can lam:

1. Chay va& quan sdt con s PPid nhay. Ghi lai gid tri trudc va sau.

2. Déi chiéu cing mét su that bdng ba dudng déc lap: gid tri chuong trinh tuinra, [ps -o
ppid=, va dong | PPid|trong | /proc/<pid>/status|. Ba dudng phdikhdp; khdng khdp la ban
dang nhin nham tién trinh.

3. Tra xem cha m&i dé that su /& ai — tén chuong trinh, khéng chi con sé.

4. Phan chinh: chay lqi diing chuong trinh dé, nhung 1dn nay dudi mot t6 tién cé bat
subreaper, roi so con s6 PPid mdi véi lan trudc. Hai dudng dé lam, chon mot:

o Nhg systemd lam hé: khdi chay né nhu mot scope thudc user manager. Ré va khéng
phai viét thém code, nhung phu thudc user session cé s&n — néu lénh bdo 16i két néi thi
kiém systemctl —-user status|vd bién|XD6_RUNTIME_DIR ] trudc khikét luan I hdng.

o Chuong trinh 3 — tu viét wrapper: bat|PR_SET_CHILD_SUBREAPER cho chinh minh, réi
khai chay chugng trinh 2 vé&i ngéi chd di lau. Ggi y mdt cau: c& ndy khéng ké thira qua
fork nhung gif qua exec — diéu dé raing budc ban phdi ddt c& & déu trong trinh tu
fork/exec, va d6 chinh la céu héi cla bai.

5. Dung ngudc cd chudi t8 tién clia con trong tiing trudng hdp, va chi ding vi tri mdt xich
subreaper trén chudi dé.

m HIEN LENH QUAN SAT - BLOCK B

BA DUUNG DPOC CUNG MOT SU THAT TRONG GUEST

$ ps -o ppid= -p <pid con>
$ grep -E '~(Name|Pid|PPid|State):' /proc/<pid con>/status
$ ps -p <ppid> -o pid,comm,args --no-headers # cha moi la AI

# ca chuoi to tien, tu con nguoc len goc
$ pstree -s -p <pid con>

DUONG SYSTEMD, CHO BUGC 4 TRONG GUEST

# kiem user manager co that su chay khong TRUOC khi thu
$ systemctl --user is-system-running ; echo "XDG_RUNTIME_DIR=$XDG_RUNTIME_DIR"
$ pgrep -a -u "$(id -u)" -f 'systemd --user'

# chay chuong trinh 2 duoi mot scope thuoc user manager
$ systemd-run --user --scope --quiet ./orphan

PUNG LAM THE NAY TRONG GUEST

# SAI: truong comm in ra KHONG escape, ten co dau cach hay ')' la lech het truong
$ awk '{print $4}' /proc/<pid>/stat

# dung: hoac doc status (key-value), hoac cat tu dau ')' CUOI CUNG
$ awk -F')' '"{print $NF}' /proc/<pid>/stat | awk '{print $2}'

Phién 3 — fork, exec, wait: zombie va orphan
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Nghiém thu Block B

(] Cé haicon sé PPid khac nhau cho cing mét chuong trinh, v mdt céu gidi thich vi
sao khac.

(] Goidugc tén cla reaper trong tiing trudng hgp, khéng chi con sé.

(] Chiradugc mat xich subreaper ndm & déau trén chudi té tién — hodic ndi duge nd
khoéng ton tai trén chudi dé.

MUC 03

Exit status: 16 bit, va cho shell 1am mét thong tin

Gid trima |waitpid| ddt vaio | status  khéng phdi ma thodt. N6 I mot s& nguyén gdi nhiéu thir
vdo cdc vung bit khdc nhau — va cdch shell trinh bay Igi s6 dé lam mét mot phan théng tin.
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BO TRI BIT CUA status
bit 15 bit 8 bit 0
status mad thoat (8 bit) core s0 signal (7 bit)
WEXITSTATUS = (status & Oxff08) >> 8 ©x80 WTERMSIG = status & Ox7f
A 137 = Ox89 0 0 = 9x8900
exit(137)
bash: $? = 137
cad hai nhu nhau
B 0 0 9 = SIGKILL - 9x0009 —
bi SIGKILL

Hai gid tri status khac nhau hoan toan. Phép cdng 128 + sd signal chi xdy ra & tang shell -
trong kernel khdng c6 con sd 128 nao ca. Théng tin "ché&t vi signal hay tu thoat" mat & ding chd do.

Cung mdt|$? = 137|dén tir hai su kién khéng lién quan gi nhau. Chi & tang syscall méi phan biét dudc, vé d6 1&1 ly do phai dung macro thay vi doc con s6.
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BA TANG, BA LUAT KHAC NHAU

Kernel cdt md thodt con 8 bit rdi dich trdi 8: trong [kernel/exit.c), [exit_group| goi théng
do_group_exit((error_code & Oxff) << 8) [ Ddlaly do exit(256) ) tditay chathanh O va
exit(-1) |thanh 255.

POSIX cé y khéng chudn hod bé tri bit. Muc RATIONALE néi ré: dung macro thay vi bit
encoding cu thé & dé "eliminate a limitation on the number of signals an implementation can
support”, va bdo ddm duy nhdt la status bang 0 tuong duong | _exit(0) . Nghia la cdc con sd
0xff00 ), 0x7f),[0x80] trong sA d6 trén la chi tiét hién thuc cla glibc + Linux, khéng phdi chudn
— biét dé hiéu, nhung viét code thi dung macro.

Shell Iam phdng tat c& vé mdt sé 8 bit. Bash tu nhdn trdch nhiém: "When a command
terminates on a fatal signal whose number is N, Bash uses the value 128+N as the exit status” —
chli ngirla Bash. POSIX chi bdt budc "Idn hon 128", khong chét ding (128+N ], nén shell khdc cé
quyén chon khdc.

BAY - DAI 1-125 KHONG cO CHUAN NAO CA

POSIX chi quy dinh [127] (khéng tim thdy I&nh), 126 | (tim thay nhung khéng chay dudc) va "Ién
hon 128" cho chét vi signal. D&i [1]-[125] I khéng gian tu do cla ng dung. B s6 (64 |- 78
trong| sysexits.h|l& quy udc BSD, va chinh man page clia né ghi “The choice of an
appropriate exit value is often ambiguous.” Con| 125 | la quy udc riéng clia vai cong cu
coreutils (‘env ), timeout |, [nice ) dé tu phdan biét "I6i clia chinh wrapper” véi "16i ctia chuang
trinh dugc goi". Piing gdn y nghia cho mét con s6 chi vi thay né trong mét bang trén mang.

BLOCK C - ~20 PHOT

Doc dung status tho

Viéc cdn lam: m3 rong chuong trinh 1b dé né in ra gid tri| status | thé dudi dang hex, réi mdi
phéan logi bdng macro. In cd hai — con s thd 1& thi lam bai ndy cé y nghia.

1. Cho con thodt theo bén dudng khdc nhau, v dodn trudc gid tri hex réi mai chay:

o

thodt binh thudng véi mé ban dé chon;
thodt vdéi| 256, réi véi| -1;

[e]

[o]

bi|SIGKILL gUitlrterminal th( hai;

[o]

tu gdy 16i truy cdp bdé nhé — quan sdt bit core dump cé bat khong, var kiém
/proc/sys/kernel/core_pattern| dé biét vi sao cé hodc khong cé file dump.

2. V&i méi dudng, ghi véio bang: hex thd —» macro ndo tré vé ding - gid tri macro dé cho ra.

3. Chay lai bdn trudng hop qua shell va ghi thém cét [$2? . Chira ding 6 ndo bi mat théng tin
so vd3i cOt hex.

4. Phép chiing minh cudi: Il&dm mdt chuong trinh thodt véi mé 137/, v&i mdt chuong trinh bi
kill -9). Shell cho cung mot|$2 . Trinh bay bdng chimg chiing khdc nhau.

Phién 3 — fork, exec, wait: zombie va orphan
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= HIEN LENH QUAN SAT - BLOCK C

pOI CHIEU SHELL VOI TANG SYSCALL TRONG GUEST

$ ./exitcode 42 ; echo "bash thay: $?"
$ ./exitcode 256 ; echo "bash thay: $?"
$ ./exitcode -1 ; echo "bash thay: $?"

# chet vi signal, nhin tu shell
$ sleep 100 & kill -9 %1 ; wait ; echo "bash thay: $?"
$ kill -1 137 # bash dich nguoc so >128 thanh ten signal

# core dump co duoc ghi khong, va ghi o dau
cat /proc/sys/kernel/core_pattern ; ulimit -c
coredumpctl list --no-pager | tail -3

N N

tang syscall noi that: si_code CLD_EXITED hay CLD_KILLED
strace -f -e trace=wait4,waitid ./reaper

©» I

Nghiém thu Block C

(] Bang bén dong trong note: dudng thodt — status hex - macro ding - gid tri — [ $2
cla bash.

(] [tnhdt moét 6 ban dodn sai trudc khi chay, kém mdt céu vé viéc minh dé hi§u nhém
chd n&o. Podn ding cé bén nghia la bai qud dé, hay thém mét trudng hop la hon.

[J MétcautrdlIsicho "visao $? = 137/ khéng dl dé két luan diéu gi da xay ra".

MUC 04

Bay da biét

Puing thi fork bomb, ké ca trong guest, khi chua dat tran

Cd ché: gidi han ban dung phai khéng phai|pid_max|todn hé thdng. Trong mét hé diing
systemd, mdi unit cé | TasksMax| — dnh xa thdng vao [pids.max | clia cgroup v2. Vudt trdn thi
fork trd vé EAGAIN|, khong phdi  ENOMEM . Nhung phién ssh clia ban cling ndm trong mét unit,
nén can task nghia I&d mat luén khé néng gé 1énh dé don.

Cdch lam ding: néu muén thir, chay trong mot scope cé tran ddt sdn thép hon nhiéu, dé chi
scope d6 chét. Pay ciing la bai tdp nhd rat t6t cho cgroup v2 & Phase 2.

pid_max|trén may ban gin nhu chac chan khong phai 32768

Co ché: héing s6 mdc dinh trong kernel dung 11 (0x8000] = 32768, trdn trén 64-bit & 222 =
4194304. Nhung cé hai thi chinh né I&n: kernel tu ndng theo s6 CPU ngay lic boot, vé
systemd tif bdn 243 ddt thdng [kernel.pid_max = 4194304 qua mdt file sysctl, véily do ghi
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trong NEWS | lam cho va cham PID kho xdy ra hon.

Cdch phan biét: doc con s6 thét trén mdy, réi sysctl -a --pattern pid_max|va tim file ndo
d&t né. Con s6 trong bai blog viét nam 2019 khéng néi gi vé mdy cla ban.

Pling cat trudng ctia| /proc/<pid>/stat
Triéu chiing: script doc trang thdi tién trinh chay ding hang thang réi mét hém cho két quéa

vO nghia.

Ca ché: trudng thir hai cla file nay 1a [ comm |, ndm trong ngodc don va dugce in khdng escape
— né chlra dudc cé& ddu cach ldn ddu ) |. Trong khi d6 | /proc/<pid>/status|lqiin tén cd
escape. Cung mot cdi tén, hai cdch in khdc nhau, & hai file canh nhau.

Cdch stra: doc | status | (dinh dang key-value, khéng phu thudc thir tu), hodc néu budc phdi
dung [stat| thi cét tirddu ) | cudi cling réi méi tdch trudng.

ps aux | grep defunct|lathodi quen déd

Ba ly do: né khdp cé chinh tién trinh grep ; chudi [defunct|ndm & cdt dong Iénh nén bat ky
I&nh ndo chira chir d6 ciing khdp; va né phu thudc chudi hién thi clia|ps| chi khéng phai
trang thdi trong kernel. Loc theo c6t [stat| véi mé neo dau chudi mdi I thi dung lai dugc.

Zombie khong lam tang load average

Load 1/5/15 phut chi dém tién trinh & trang thdi|R| hodc [D|; zombie khéng & trang thdi ndo
trong hai cdi dé. Thit ¢ nhic nhich & mau sé clia trudng thir tu trong | /proc/loadavg | — téng
s6 thuc thé dang ton tai. Néu ai d6 bdo "zombie [dm mdy chdm”, con s6 can nhin khéng phai
load average.

Bang tra nhanh

TRIEU CHUNG KIEM CAI NAY TRUGC

M6t dong chifin ra hai lan sau stdout dang néi véio dau. Terminal thi line-buffered, file/pipe thi fully
khi fork buffered — c6 \n ciing khong cutu. fflush(NULL) trudc fork.

Chay tay ding, chay qua | tee Clng nguyén nhén trén. Day la dang bug Cl kinh dién, ddng nhé mat.
hodc > log thisai

Code sau exec van chay exec d& thdt bai. N6 khong bao gid trd vé khi thanh céng — kiém errno ngay
dong sau.
strace khéng thdy fork Binh thudng: glibc goi clone. Thém clone va clone3 vao -e trace=.

kill -9 trd vé O ma zombie vdn Buing nhu thiét ké. Di tim cha clia né (PPid) — van dé ndm & chd cha khéng

con goiwait.
Zombie bién mat mé khéng ai Cha vlra chét = zombie dugc chuyén cho reaper, va reaper don ngay. Kiém
goiwait PPid clia cha trudc do.

waitpidtrd -1v3i ECHILD ngay  Khdng con con ndo dé chd. Hai khd ndng: chd nhdm PID, hodic dé dét
1Gp tuc SIGCHLD thanh SIG_IGN nén kernel tu don hét.
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TRIEU CHUNG KIEM CAI NAY TRUGC

PPid clia orphan khéng phai 1 Khéng phai 16i. C6 subreaper trén chudi t tién — tra xem cha mdi la chudng
trinh gi.

fork trd EAGAIN B&n nghi pham theo thi tu: ulimit -u, TasksMax cla unit, pid_max, threads-
max.

pstree: command not found Goi psmisc, khdong phdiprocps. Sta 8 lab-reset. sh, ding cai tay.

MUC 05

Nghiém thu & ciu héi cudi phién

Definition of Done

g
U

O000O00D0OAO

Trong note c6 mét dong | ps|that véi| STAT = z|, kém PID va PPID.

Néu dudc it nhat hai dong cé & | /proc/<cha>/status| ma | /proc/<zombie>/status
khéng cé.

Ghi dudc exit code clia kill -9|lén zombie va trang thdi sau do, kém gidi thich.
B&n cé (waitpid|khong dé lai zombie var in dling mé thodt dd chon.

Gidi thich dudc vi sao chay ra terminal va chay ra file cho s6 dong khdc nhau.

Hai con s |PPid | khdc nhau cho cling chuong trinh orphan, kém tén cla hai reaper.
Bang bén dudng thodt: hex thé » macro - gid tri - $2 .

Ghi dudc ba cdp "tén ham C e tén syscall” quan sdt bdng | strace/.

Mot dong trong note trd I8i thir cdu clia méc M-L1: vi sao tién trinh trong container
thdy PID 11& chinh né? Chua cén dung — ghi phién ban hém nay dé Phién 8 so lai.

Hét gid ma chua xong thi diing ding chd dang dimg. Thir tu uu tién néu phai cdt: Block A
khéng cét dugc (moi phién sau dua vaio né), Block B cét phdn subreaper va gitf phdn quan
sat, Block C ¢ thé Iui sang déu Phién 4.
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CAu hoi kiém tra — dong terminal, d6ng trang nay

M6t tién trinh dang & trang thdi |z | gili nhing tai nguyén gi, va da trd lai nhimng gi?
Néu mot cdch quan sdt dugc dé chiing minh cdu trd I8i clia ban.

-

= Y CAN CO

Da trd lai: address space (nén RSS vé 0), bang file descriptor, fs context, kernel
stack. Con gil: cdu tric mé td tdc vu trong kernel, ma thodt va théng tin rusage,
v& mdt sé PID — c& vai KB bd nhé kernel, khéng phai RAM ctia chuang trinh.
Cdch chiing minh: | /proc/<pid>/status  cla zombie khéng cé dong ndo bat déu
bdng [vm| hay [Rss | (khdng tén tai dong, chit khéng phdi bdng 0), va
/proc/<pid>/fd/|rédng. Diém dn thém néu néi dudc hé qud that cla viéc tich tu la
can PID chirkhéng phdi can RAM.

@ $2|bdng 137. Cé mdy kha néing dé xdy ra, va phén biét ching béng cdch ndo?

-

= YV CAN CO

it nhat hai: chuong trinh tu thodt véi ma 137, hodic né bi giét bdng signal s 9 va
shell quy vé 128+9. G tdng shell khéng phén biét dugc — thong tin dd mat khi
bash lam phéng status thanh mét s8. G téng syscall thi phan biét d&: hai gid tri
status|ndm & hai viing bit khdc hdn nhau, va macro kiém "thodt binh thudng” véi
macro kiém "chét vi signal” cho két qué ngugc nhau. Piém &n thém: néi dugce rdng
phép cong 128 I quy udc clia shell chir khong cé trong kernel, va rdng POSIX chi
yé&u cdu "I8n hon 128" nén shell khdc cé thé chon sé khdc.

Cung mét chuong trinh orphan cho |PPid = 1 khichay qua ssh vao VM lab, nhung ra
mot sé khdc khi chay trén mdy desktop. Ca hai déu ding — vi sao?

= YV CAN CO

Ludt reparent khéng phai "vé PID 1" ma la ba budc: thread con séng trong ciing
thread group — t8 tién gan nhat cé bat ¢& subreaper (cung PID namespace) -
init cGa PID namespace. Qua ssh, chudi cha 1& shell - sshd = PID 1, khéng cé
subreaper ndo trén chudi dé, nén rai xuéng budc ba. Trén desktop, iing dung
thudng dudc [systemd —-user khdi chay nén user manager /d t8 tién va né cé bat
¢S = diing & budc hai. Diém &n thém néu néu dudc rding diéu quyét dinh la chudi
tién trinh cha, khong phai "dang & session cla ai”, va rdng trong container céu
trd 1Gi la PID 1 cia namespace do.
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strace mdt chuang trinh goi fork() | lai hién ra clonel. Vi sao, va diéu dé day gi vé
cdch doc tailiéu?

= Y CAN c0

Tu glibc 2.3.3, ham thu vién | fork () | goi | clone | chtr khdng goi syscall clng tén;
man page ndi tuong dudng véi| clone | chi véi | SIGCHLD |, con ¢d thém ma strace
hién la s6 sdch ndi bo clia thu vién thread. Trén arm64 va riscv tham chi khéng
tén tai syscall | fork . Bai hoc: "tén ham C" va "tén syscall” & hai tang khdc nhau —
man section 2 mé ta giao dién, khéng hita vé cdch hién thuc; mudn biét cdi gi
thdt su chay thi hdi| strace .

Chuang trinh in mot dong bdng [printf | rdi | fork() . Chay ra terminal thdy mét dong,
chay > file|thdy hai. Ca ché la gi, va cé mdy cdch sta?

= Y CAN cO

Buffer stdio ndm trong bd nhd user-space nén bi nhan bdn nguyén trang khi fork,
val ¢ hai tién trinh déu flush ban ctia minh lic thodt. Ra terminal thi stream I&
line-buffered nén|\n| da ddy noi dung di trudc khi fork; ra file thi fully buffered
nén ndi dung con ndm lai. Hai cdch sita khdc nhau vé bdn chét: [fflush(NULL)
trudc fork lam sach buffer trudc khi nhdn déi; dung | _exit |trong con thi con
khéng chay atexit va khong flush. Diém &n thém néu chira rdng "nhé thém [\n " &
IGi khuyén chi dung mét ntra.

Stretch — chi khi du gig, khong tinh vao DoD

B4 h&n macro bit: dung (waitid] va doc trudng si_code | — (CLD_EXITED]/[CLD_KILLED|/
CLD_DUMPED | tdch bach sén, khéng phdi gidi mé gi. So v3i |waitpid va tu trd I8i: vi sao API
cli van phd bién hon?

Chiing minh SIGCHLD khéng x&p hang: cai handler d&m sé lan né chay, fork ra hai chuc
con cling chét gan nhau. S& 1an handler chay sé nhé hon s6 con. Pdy la ly do handler bét
budc phdi cé vong Idp |waitpid v@i cG khéng chdn.

Kernel tu don hé: d&it | SIGCHLD |thanh [SI6_IGN| tudng minh réi fork. Khéng cé zombie ndo
— nhung |waitpid|sau dé trd ECHILD . Chuy su khdc biét tinh t&: mdc dinh ctia SIGCHLD
vén dd Ia "ignore”, nhung mdc dinh thi van sinh zombie. Hai chit "ignore” cling tén, hai ngir
nghia khdc nhau.

Tranh race tdi dung PID: [pidfd_open|(Linux 5.3) réi waitid|vdi P_PIDFD|(Linux 5.4). Tu
trd 18i: race d6 xdy ra chinh xdc vao lic ndo, va vi sao mét file descriptor thi mién nhiém.

Do téc dd fork: Idy vi phdn trudng [processes| clia| /proc/stat | theo th&i gian, réi so gitta
lic mdy ranh véa lic chay mot vong I&ip shell. Con s ndly s& c6 ich lai 8 Phase 6.
Double-fork: viét ban daemon kiéu cii (fork, cha thodt, con | setsid|, fork Ian nira) vé tu
trd I8i vi sao can hailan fork. Day 1& cau ndi sang Phién 6, va ciing 1 ly do | Type=forking
clia systemd bi chinh tai liéu clia né khuyén tranh.
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MUC 86

Nguon & doc thém

Poc trong hodc ngay sau phién

MAN PAGE

fork(2) https://man7.org/linux/man-pages/man2/fork.2.html

DPoc danh sdch "exact duplicate ... except for the following points” v& muc NOTES vé copy-on-write.
Hai doan nay l& todn bd nén clia Block A.

MAN PAGE

wait(2), waitpid(2), waitid(2) https://man7.org/linux/man-pages/man2/wait.2.html

B&n nghia clia tham sé pid, bdng macro WIF*, vé doan NOTES dinh nghia zombie. Trang chinh clia cé
phién.

MAN PAGE

execve(2) https://man7.org/linux/man-pages/man2/execve.2.html

Muc "All process attributes are preserved during an execve(), except the following” v doan NOTES
ndi vi sao "exec tgo tién trinh mdi” |a mé td sai.

MAN PAGE
exit(3) https://man7.org/linux/man-pages/man3/exit.3.html

Ba viéc exit(3) lam thém so véi _exit(2): atexit handler, flush stdio, xod tmpfile.

MAN PAGE

PR_SET_CHILD_SUBREAPER(2const) https: //man7.org/linux/man-pages/man2/PR_SET_CHILD_SU
BREAPER.2const.html

Trang phdt biéu ludt reparent that: “reparented to the nearest still living ancestor subreaper”. Cé tir
Linux 3.4.

MAN PAGE
proc_pid_status(5) https://man7.org/linux/man-pages/man5/proc_pid_status.5.html

Dinh dang key-value clia /proc/PID/status. Day 1 dudng doc PPid an toan, khdc hdn viéc cdt trudng
cla stat.

MAN PAGE
setbuf(3) / setvbuf(3) https://man7.org/linux/man-pages/man3/setbuf.3.html
Ludt buffering: file thudng thi block-buffered, terminal thi line-buffered, stderr khong buffer. Géc clia

bdy in hai lan.

MAN PAGE
strqce(1) https://man7.org/linux/man-pages/manl/strace.1.html

Doc -f (theo con), -e trace=, va -T. Ba ¢ nay dl cho toan bé Phase 1.

TAI LIEU CHINH CHU

GNU Bash Manual — Exit Status https: //www.gnu.org/software/bash/manual/html_node/Exit-Statu
s.html

Cadu "Bash uses the value 128+N as the exit status” — chl ngitla Bash. Doc cd 126 va 127.
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TAI LIEU CHINH CHU

POSIX — wait, waitpid (RATIONALE) nttps: //pubs.opengroup.org/onlinepubs/9799919799/functio
ns/waitpid.html

Muc RATIONALE néi ré vi sao POSIX c& y KHONG chudn hod bit layout clia status. Bdng chiing cho
viéc phdi dung macro.

MAN PAGE
systemd - run(1) https://www.freedesktop.org/software/systemd/man/latest/systemd-run.html

DPoc --scope va --user: cdch ré nhdt dé cé mét té tién la subreaper ma khong phai viét code.

SACH
The Linux Programming Interface — ch. 24-26 https: //man7.org/t1pi/

Ch. 24 process creation, 25 process termination, 26 monitoring child processes. Poc theo chuong,
khéng doc tuyén tinh.

Tra khi cén, khéng doc tuyén tinh

MAN PAGE
proc_loadavg(5) nttps: //man7.org/linux/man-pages/man5/proc_loadavg.5.html

Ba s6 ddu chi dém tién trinh & trang thdi R va D. Trudng thi tu mdi la nai zombie xudt hién — & mdu sé.

MAN PAGE

exec(3) https://man7.org/linux/man-pages/man3/exec.3.html

Trang tu t8 chic theo chif cdil/v/p/e — doc mot 1an 1 hét phdi dodn tén ham ndo nhdn méng, ham
ndo tra PATH.

MAN PAGE
_exit(2) https://man7.org/linux/man-pages/man2/_exit.2.html

Muc "C library/kernel differences": tir glibc 2.3 wrapper goi exit _group(2), con syscall _exit thé chi
giét thread goi noé.

MAN PAGE
exit_group(2) https://man7.org/linux/man-pages/man2/exit_group.2.html

Syscall ma strace sé hién thay cho exit(). Ngén, doc hét trong mét phut.

MAN PAGE
pS(1) https://man7.org/linux/man-pages/manl/ps.1.html

Muc PROCESS STATE CODES (DIR S TtW X Z + modifier) va gidi thich chudi <defunct> ndm &
specifier args.

MAN PAGE
prOC_pid_Sth(5) https://man7.org/linux/man-pages/man5/proc_pid_stat.5.html

Bang ky tu trang thdi theo tiing kernel version (I cé tir 4.14) va thir tu 52 trudng. Xem cé cénh bdo vé
trudng comm.

MAN PAGE
proc_stqt(5) https://man7.org/linux/man-pages/man5/proc_stat.5.html

Trudng processes = s8 ldn fork tir liic boot. Vi phén né theo thdi gian 1 cdch do téc dd fork ré nhét.
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MAN PAGE
proc_sys_ kernel(5) https://man7.org/linux/man-pages/man5/proc_sys_kernel.5.html

Muc pid _max: méc dinh 32768, trdn 2°22 trén 64-bit. Ngudn ding cho cdc con s8 ndy, khéng phdi
sysctl.rst.

MAN PAGE
signql(?) https://man7.org/linux/man-pages/man7/signal.7.html

Bdng standard signal (SIGCHLD mdc dinh Ign) v muc Real-time signals noi standard signal khong
x&p hang.

MAN PAGE
credentials(?) https://man7.org/linux/man-pages/man7/credentials.7.html

Noi phdt biéu gon nhét "PID/PPID/session ID dudc gilr qua execve” — dung dé déi chiéu béng fork-vs-
exec.

MAN PAGE
prctl(2) https://man7.org/linux/man-pages/man2/prctl.2.html

Trang muc luc clia cdc operation; ndi dung tiing ¢ dd tdch sang trang .2const riéng.

TAI LIEU CHINH CHU
POSIX — exit() nttps://pubs.opengroup.org/onlinepubs/9799919799/functions/exit.html

Cau géc "only the least significant 8 bits (that is, status & 0377) shall be available” — nguén clia viéc
exit code bj cdt.

TAI LIEU CHINH CHU
POSIX — Shell Command Language, 2.8.2 Exit Status https: //pubs.opengroup.org/onlinepub
$/9799919799/utilities/V3_chap82.html

POSIX chi bdt budc "greater than 128" cho 1énh chét vi signal — khdng chdt diing 128+N. D6 1 chd
bash tu chon.

SOURCE / PACKAGING
glibc — bits/waitstatus.h nttps://raw.githubusercontent.com/bminor/glibc/master/bits/waitstatu

s.h

Dinh nghia that ca WEXITSTATUS/WTERMSIG/WCOREDUMP. Xem WIFSIGNALED dé hiéu vi sao né
khéng chila "WTERMSIG khdc 0"

SOURCE / PACKAGING
Linux — kernel/exit.c https://github.com/torvalds/linux/blob/v6.12/kernel/exit.c

DPoc do_exit() theo thir tu dong, va comment ba budc cla find_new _reaper(). Ddy I ngudn gdc clia
lugt reparent.

SOURCE / PACKAGING

Linux — kernel/signal.c https: //github.com/torvalds/linux/blob/v6.12/kernel/signal.c

prepare_signal() vt signal khi SIGNAL _GROUP _EXIT — bding chting vi sao kill -9 1én zombie khong
lam gi ma van trd 0.

SOURCE / PACKAGING
Linux — include/linux/threads.h https://github.com/torvalds/linux/blob/vé6.12/include/linux/th

reads.h

PID_MAX_DEFAULT 0x8000 va PID_MAX _LIMIT 4x1024x1024. Hai hdng s6 diing sau moi con s&
pid_max ban doc dugc.
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SOURCE / PACKAGING
systemd — NEWS https: //github.com/systemd/systemd/blob/main/NEWS

Tra “subreaper” (CHANGES WITH 188) va "pid _max" (CHANGES WITH 243). Hai thay d3i nay lam sai
|&ch phén 18n bai blog cii.

SOURCE / PACKAGING
systemd — src/basic/process-util.c nhttps://github.com/systemd/systend/blob/main/src/basic/p
rocess-util.c

Ham make _reaper_process(): PID 1thodt sém khong goi pretl, chi manager khéng phdi PID 1 mdi that
su bat subreaper.

P& danh cho cdc phién sau

MAN PAGE
systemd.kill(5) nttps: //www.freedesktop.org/software/systemd/man/latest/systend.kill.html

KillMode= mdc dinh Id control-group: systemd don theo cgroup, khong theo quan hé cha-con. Boc
cé cdanh bdo vé KillMode=process.

MAN PAGE
clone(2) https://man7.org/linux/man-pages/man2/clone.2.html

Termination signal ndm & byte thdp cla flags; CLONE _PARENT cho thdy "ai la cha” 1& thit chon dudc
lic sinh. Nén cho Phase 4.

MAN PAGE
pid_namespaces(?) https://man7.org/linux/man-pages/man7/pid_namespaces.7.html

Init ciia namespace nhan orphan; signal mdc dinh khéng giét dudc né; init chét thi cd namespace bi
SIGKILL. Poc ky & Phase 4.

MAN PAGE
SigCICtiOI‘I(2) https://man7.org/linux/man-pages/man2/sigaction.2.html

SA_NOCLDWAIT, SA_NOCLDSTOP, va muc HISTORY: POSIX.1-1990 ting CAM dat SIG_IGN cho
SIGCHLD.

MAN PAGE
vfork(2) https://man7.org/linux/man-pages/man2/vfork.2.html

Doc muc CAVEATS va VERSIONS: vi sao vfork van tén tai sau khi dé cé copy-on-write, va vi sao
POSIX.1-2008 bo nd.

MAN PAGE
pidfd _ open(2) https://man7.org/linux/man-pages/man2/pidfd_open.2.html

Cédch hién dai dé tham chiéu mot tién trinh ma khdng dinh race tdi dung PID. Linux 5.3;
waitid(P_PIDFD) tir 5.4.

MAN PAGE
signal —sqfety(?) https://man7.org/linux/man-pages/man7/signal-safety.7.html

Danh sdch ham goi dudc trong signal handler — va trong tién trinh con sau fork clia chuang trinh da
ludng.
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TAI LIEU CHINH CHU
GNU C Library — Merged Signals nttps: //sourceware.org/glibc/manual/latest/html_node/Merged-
Signals.html

Vi sao khong dém dugc sé con dd chét bdng sé 1an handler chay, va méu vong I&p waitpid trong
handler SIGCHLD.

KERNEL DOC
Control Group v2 — admin guide nttps://docs.kernel.org/admin-guide/cgroup-v2.html

Muc PID: pids.max, pids.current, pids.events, va cau "fork() will return ~-EAGAIN". Sé doc ky 3 Phase 2
va Phase 4.

MAN PAGE
systemd.resource - control(5) https://www.freedesktop.org/software/systemd/man/latest/systemd.

resource-control.html

TasksMax= dnh xa thdng vao pids.max cta cgroup v2. Ddy 1a trdn ban dung trudc pid _max.

TAI LIEU CHINH CHU
tini — init t&i gidn cho container https: //github.com/krallin/tini

README néi diing hai viéc PID 1 phai lam: reap zombie va chuyén ti€p signal. Chinh I binary sau
docker run --init.

TAI LIEU CHINH CHU

docker run — tuy chon --init nttps: //docs.docker.com/reference/cli/docker/container/run/

2., m

Mot dong mé ta:
Bay.

forwards signals and reaps processes”. Hai vé dé 1& hai véin dé doc lap, xem muc

Ba mau dang nhé

vi sao VAN CAN VFORK SAU KHI DA CO COPY-ON-WRITE

Né&u COW Iam fork gén nhu mién phi thi | vfork | dd phai bién mat tir Iau. Né khéng bién mdt, va
man page néi thdng ly do: [vfork | tao tién trinh mdi “without copying the page tables of the
parent process”. Tuc la chi phi con Igi sau COW — nhén bén bang phén trang — d0 18n dé ddng
né. Cé mdt hé quéd nita it ngudi nhdc: véi chinh sdch overcommit chdt, mot tién trinh 8 GiB
muén fork ra dé chay mot helper 2 MB van phai cam két 8 GiB bd nhé trong khodnh khéc d6,
ho&c chdp nhén rdiro gdp OOMkiller. DS 1&1ly do [posix_spawn | cla glibc, tirbdn 2.24, cai dat
bdng clone | vSi ¢S CLONE_VM|CLONE_VFORK | chif khdng dling [ fork . Nghich ly d& chiu: ham "tao
ti€n trinh” chudn muc nhat lgi 1& ham khéng goi| fork .

MUGI GIAY cUOA DOCKER STOP DPEN TU PAU

Tién trinh PID 1trong mét PID namespace dugc kernel danh déu la khéng giét dudc: signal cé
hanh déng mdc dinh sé bi b qua néu né chua cdi handler cho signal dé. Mét ing dung binh
thudng chay ladm PID 1trong container vi thé khéng chét khi nhén [SIGTERM] — n6 khéng cai
handler, v& mdc dinh "cham dut” bi vé hiéu. Docker chd hét thai gian an han réi méi gui
SIGKILL tUr namespace ngodi, thir duy nhat xuyén qua dudc. D6 1& vé thir hai, doc lap vdi
chuyén zombie, va cd hai géi gon trong ding mét dong mé td clia | --init : "forwards signals
and reaps processes”. Mét tuy chon, hai van dé chéng lién quan gi nhau.
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CON SO 32768 VA CAI CHET CHAM cUA NO

PID_MAX_DEFAULT | trong kernel I&1 [ 0x8000 | — 32768, di sdn clia thdi PID |a s& 16 bit cé ddu. Trén
trén hé 64-bit la 222, v comment ngay canh hding s6 d6 viét bdng giong rdt ky su: “A
maximum of 4 million PIDs should be enough for a while.” R6i hai thif 1an lugt &n modn con s6
mdc dinh: kernel tu ndng né theo s& CPU ngay ltc boot, va systemd 243 ddt thdng né 1én
4194304 cho toan hé. K&t qud 1& "'mdc dinh 32768" — cdu xudt hién trong hdu hét bai viét vé
gidi han tién trinh trén Linux — duing vé mdt hdng sé trong source va sai vé méit con sé trén
mdy ban. Mot vi du sach sé cho théi quen nén gilf suét 16 trinh ndy: hding s& mdc dinh va gid tri
dang chay la hai thir khdc nhau, va chi cé cdi thi hai méi trd 18i duge cau hoi cla ban.

Moi khéng dinh k¥ thudt & trén dé déi chiéu tdi liéu va source upstream — Linux man-pages, POSIX,
kernel source (tag v6.12), glibc, GNU bash, systemd — tinh dén 22/08/2026. N&m chd léch véi tai liéu
phd bién (zombie chiém RAM, [kill -9|don dudc zombie, orphan ludn vé PID 1,[\n|ngdn dudc viéc in hai
Ian, (pid_max | mé&c dinh 32768) dugc ddnh ddu riéng kém bdng chiing. Riéng chuyén (kill -9|khéng cé
man page ndo phdt biéu thdng — bdng chimg Idy tir kernel source va phai tu kiém bding thuc nghiém
trong phién.
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