LO TRINH LINUX - PHASE 1 - PHIEN 4

Phién 4 — exec va /proc:
doc ngugc mot tién trinh

Phién 3 dyng vong ddi tién trinh ti phia ngudi viét chudng trinh. Phién nay di ngugc: cho
mot PID la dang chay, moi ra bang hét nhiing gi hé thdng biét vé n6 — va biét file nao trong
/proc dang ndi déi.

THOI LUQONG THUOC Moc DAU VAO

2 gid, khéng lan gid Phase 1 — Process, fd, chudn bj cho M-L1 Phién 3 dd xong
signal (Phién 8)

ARTIFACT

hé s6 mét tién trinh that,

mot trang

K§ nang cua phién nay dung dugc ngay & cong viéc that: mét tién trinh dang an CPU,
dang giii file, dang chay sai phién ban — va ban chi cé PID cua né. /proc| tra 16i dugc
gan hét, v4i diéu kién biét file ndo ddng tin va file nao chi 1a thi tién trinh muén ban
thay.

QUAN HE VGI PHIEN 3

Phién 3 da x|y [fork |, (wait|v& encoding clia exit status, nén phién nay khéng Idp lai. Phéan
exec | & day di xuéng tang kernel: ai quyét dinh mbt file dugc chay thé ndo. Phan conlaila

/proc |
Trudc khi bam gio

(] Chay trong guest, nhu moi phién cliia Phase 1. Snapshot trudc khi bét déu.
() lgccl,[strace), (pstree vén chay dugc (dé kiém & Phién 3).

[J Trong guest cé it nhét mot service that dang chay dé mé & Block B. Khéng cén cai gi
la — | systemd-resolved), [cron),| sshd déu a0 phic tap. Chon mét cdi khéng phai phién
ssh clia chinh ban, dé khéng tu cdt chan minh.

() Ghivdo note: cat /proc/sys/kernel/yama/ptrace_scope ), ulimit -n, |ulimit -Hn),
sysctl fs.nr_open fs.file-max ). Bé&n con sé nay |& dé baicta Block C.

(] Ghiluname -r v& [ getconf PAGESIZE |. Cdisaucdancho statml

0O Kiém[stat -fc %T /sys/fs/cgroup — phdira cgroup2fs . Khdng phai thi moithirvé
/proc/<pid>/cgroup| & dudi sé khdc, va Phase 2 vdi Phase 4 ciing khadc.
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MUC 01
Kernel quyét dinh chay file bang cich nao
execve | nhén moét dudng dén, khéng nhéin mét "loqi file". Viéc phan loqi xdy ra sau: kernel mé

file, doc 256 byte dau vao mot bd dém, réi dua lan lugt cho tiing binary format handler dé
ddng ky cho tdi khi cé cdinhdn.
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execve("./s.sh", argv, envp)

v

doc 256 byte dau vao bd dém

v

th¥ tUng binfmt handler
theo thu ty dd dang ky

\x7FELF
—>

A

#!

binfmt_elf
nap segment, chay — vong 13p két thic & day

binfmt_script
viét lai argv: interp [arg] dudng-dan-script
roi QUAY LAI vong 14p véi file méi

mdi vong depth+ — quad 5 1an viét lai thi tra ELOOP

Script khéng phdi "loqi file thi hai" — né la mot 1an viét lai tham sé rdi chay lai ding vong 1&ip dé. D6 1a ly do interpreter cla script ¢6 thé lai la script.
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HANDLER NHAN FILE NAO KET THOC VvONG LAP?

binfmt_elf  bdt ddu bdng \x7fELF ¢6 — nap segment va chay

binfmt_scri bdt ddu bdng #! khéng — viét Iai argv réi quay lai

pt

binfmt_misc khd&p magic hodc phan mé réng dé ddng ky qua khéng — chén interpreter roi
/proc/sys/fs/binfmt_misc/ quay lai

BAY - COMMENT TRONG KERNEL KHONG KHOP vdI CHINH CODE cUA NO

Gidi han dé quy ndm & vong Idp trong [ fs/exec.c . Comment ngay trén né viét "This allows 4
levels of binfmt rewrites before failing hard”, con diéukiénla if (depth > 5) return -ELOOP; .
Do thuc té cho 4 lan "interpreter tu né lai I script” — khdp man page, léch comment. Lbi tré
vé & ELOOP | tir Linux 3.8; trudc d6 | | ENOEXEC .

Bai hoc dung lai dudc: comment trong source la y dinh clia ngudi viét 3 mot thai diém, khong
phai hanh vi. Khi hai thir1éch nhau thi code diing, va phép do mdi chét.

Mot dong shebang, mé ra tiing doan

Todn bd ludt goi trong mdt ham ngdn cla kernel, va né khét khe hon hdu hét ngudi dung
tudng.
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MOT DONG SHEBANG

#1i /usr/bin/env -S python3 -u{

1 3 I 5
2 p 6
- hai byte dau tién cla FILE. Mdt khodng trang ding trudc 14 ENOEXEC.
- space/tab & day bi bdé qua, bao nhiéu cing dugc.
- dudng dan interpreter. Bi cdt cut = ENOEXEC, khdéng chay nham file.
- dau phan céch; nhiéu khoang trang lién tiép clng chi tinh 1a mot.
- TAT CA phan con lai 14 MQT tham sd. Khoang tring bén trong gil nguyén.

o O N N B

- space/tab cudi dong bi cat bo.

Doan 5 la chd hay hdng nhdt khi mang script tir hé khdc sang: Linux khong tach tham sé theo khodng trdng, nén (#/ /usr/bin/env python3 -u| di tim mot chudng trinh tén ding la
python3 -u|.
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BA CON SO DANG GHI VAO NOTE

Tran d6 dai. Kernel chi doc 256 byte dau, nén dong shebang diing dudc tdi da 255 byte tinh
cé #! . Trudc Linux 5.1 con sé 14 127.

Cat cut khdng con im léing. Cho t&i Linux 4.20, dudng dén interpreter qud dai bi cdt réi van
dem di m3 — nghia la cé thé chay nhadm mot file khdc. Ti Linux 5.0, kernel kiém réing dudng
dan khong bi cét, khong ddm bdo dugc thi trd| ENOEXEC . Phdn tham sé thi van bi cdt im léing.

argv[0] ban truyén vao bi viit. V3i script, kernel dung lai argv thanh [interpreter [arg]
dudng-dan-script arg...| — man page noi thdng: "there is no way to get the argv[0] that was
passed to the execve() call”.

ENOENT khi file r6 rang ton tai

CHO TAI LIEU PHO BIEN CHAN DOAN SAI

Chay ./run.sh|vashellinra[./run.sh: No such file or directory|trong khifile ndm sd sd &
dé. Théng bdo ding, chila né khéng néi vé file ban nghi.

execve | tr@|ENOENT | khi “The file pathname or a script or ELF interpreter does not exist”. Kernel
doc dong [ #!, 18y nguyén chudi lam dudng ddn, mé khéng dudc thi trd 16i dé ra ngodi. Nguyén
nhan s& mot: file c6 ngdt dong CRLF, nén interpreter ma kernel di tim tén & /bin/bash | kém
mot ky tu/\r 3 cudi.

Phén biét v&i [EACCES |, vén I& chuyén quyén: script khong c6 bit execute, interpreter khéng c6
bit execute, hodc filesystem mount [noexec . Cdch chdn dodn nhanh nhdt I nhin théng vao
byte dau file thay vi dodn — xem spoiler Block A.

BLOCK A - ~30 PHOT

Mot 1an exec, boc tiing 16p
Viéc can lam — phan quan sat:

1. Viét mot script mot dong chi cé shebang trd t&i| /bin/echo| v khéng lam gi khdc. Chay
né vai vaii tham s8. Gidi thich chinh xdc thi tu cdc chudi ma [ echo | inra — thirtu dé 1&
bdng chiing cho luat viét lai argv.

2. Stra shebang thanh dang cé tham sé ((#! /bin/echo -x -y)) réi chay lai. D&m xem | echo
nhdn dugc mdy tham sé tir dong shebang. Con s6 ndy |& diém chinh ctia ca block.

3. Tao chudi dé quy: script A cé shebang trd tdi script B, B tré t8i C, va ctf thé. Tdng dan
cho t3i khi| execve | géy. Ghi lai errno véa con s6 chinh xdc, réi so véi con s trong man
page.

4. Dung lgi bdy CRLF mot cdch cé chi dich: 1dy mot script chay dudc, déi ngdt dong sang
CRLF, chay lai. Ghi thdng bdo 18i. Rdi tim cdch nhin thdy nguyén nhan bdng mét 1énh,
khéng phai bdng suy dodn.

5. Chay mét script Python (hodc bdt ky interpreter ndio ¢é sdn) va doc ba gid tri| comm |,
cndlinel, exe|clia tién trinh d6 khiné con séng. Ba gid tri ndy khdc nhau — day 1 dau
vdo cho muc 02.
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Chuong trinh 4 — phdn phdi tu viét: mét chuang trinh C goi execv |dé chay mét 1énh c6 sdn

(vidu|/bin/cat]) nhung truyén argv[0]/| I mét chudi bia hodn toan.

o TrdI8i trudce khi gd: kernel cé kiém tra (argv[0] | khdp vdi tén file khdng? Man page dung tir

gi dé mo té rang budc d6 — va tir d6 cé nghia la bét budc hay khong?

« Chay xong, kiém ba chd: | ps|hién thi gi, /proc/<pid>/comm ra gi, [/proc/<pid>/exe|trd dau.

Mot trong ba noéi that.

+ Cau hdi dé tu trd ISi va ghi vaio note: néu mot tién trinh la trén mdy production dang gid

dang tén khdc trong | ps|, ban diing cdi gi dé biét né that su la chuong trinh ndo?

= HIEN LENH QUAN SAT - BLOCK A

NHIN THANG VAO BYTE BAU FILE TRONG GUEST
# ba cach, deu tra loi cung mot cau hoi

$ head -c 64 ./run.sh | od -c¢ | head -3

$ file ./run.sh # bao "with CRLF line terminators" neu dinh

$ sed -n '1p' ./run.sh | cat -A # CRLF hien ra thanh *M$

# chua CRLF

$ sed -i 's/\r$//' ./run.sh

$ printf '#!//bin/echo\n' > sl.sh && chmod +x sl.sh
$ ./sl.sh ABC

$ printf '#!//bin/echo -x -y\n' > s2.sh && chmod +x s2.sh
$ ./s2.sh A B

# tang syscall: xem execve nhan gi va tra ve gi
$ strace -f -e trace=execve,execveat ./s2.sh A B

# errno tho, khong qua loi dien giai cua shell

XEM KERNEL DUNG LAI ARGV THE NAO TRONG GUEST

$ strace -f -e trace=execve ./run.sh 2>&1 | grep -E 'execve|ENOENT|EACCES|ELOOP'

chay mot script interpreter roi doc no trong luc con song

printf '#!/usr/bin/python3\nimport time; time.sleep(300)\n' > s.py
chmod +x s.py && ./s.py foo bar &

P=$!

4 B T

cat /proc/$P/comm

tr '\0'" ' ' < /proc/$P/cmdline ; echo
readlink /proc/$P/exe

kill $P

N N H N

BA CAI TEN CUA MOT TIEN TRINH TRONG GUEST
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Nghiém thu Block A

(] Gidi thich dugc thi ty argv ma interpreter nhén, bang ludt chir khéng bang "chay thi
thay vay".

(] Consd thdt cla gidi han dé quy interpreter, kém errno, do trén chinh guest clia minh.

Mot 1énh chdn dodn CRLF ghi vaio note — thif s& dung lai nhiéu 1an trong ddi.

0O

(] Bagidtri(comm|/cmdline|/ exe cliaclng mdt tién trinh script, v mét cAu vé viéc
cdindo dang tin.

MUC 82

Ba cai tén cua mot tién trinh
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comm = "s.py"

basename cua file truyén cho
execve - téi da 15 ky tu

tién trinh TU SUA BUCC

mét tién trinh
chay ./s.py, shebang python3

cmdline = "python3 ./s.py foo"

argv sau khi binfmt_script
viét lai

tién trinh TU SUA BUCC

exe - /usr/bin/python3.11

symlink kernel sinh ra, tré
thang inode cUa ELF dang chay

khéng sUra dugc bang dudng thudng

Ba gid tri, ba cau chuyén, cing mot tién trinh. Hai cdi bén trdi la thi tién trinh mudn ban thdy; chi cdi bén phdi do kernel gi.
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NGUON PAT TU PAU TIEN TRINH TU sUA? GIGI HAN

/proc/<pid basename cla tén file c6 — pretl(PR_SET_NAME), ghi thdng 16 byte ké ca NUL = 15 ky

>/comm truyén cho execve vao file, hodc API ddt tén thread tu, cdt cut im ldng

/proc/<pid argv — véiscriptlabdn  cé — ghi dé viing nhé argv tai chd phan tach bdng NUL; réng

>/cmdline  kernel dé viét Iqi vGi zombie va kernel
thread

/proc/<pid symlink t&iinode cla khéng doc can quyén ptrace-

>/exe ELF cuéi cling dugc nap read

Man page clia cndline | tu tdm tdt gon hon moi cdch dién dat khdc: "Think of this file as the
command line that the process wants you to see.” Cung logic dp cho|comm|. Day la ly do | ps
khéng phadi céng cu diéu tra, va ciing la ly do mét binary da chiic néing nhu [busybox | d8i hanh
vitheo argv[0]|ma khong cdn chép file.

BAY - VI SAO PKILL KHONG BAT BUGC TIEN TRINH

comm | chi gitr 15 ky tu. Céng cu khdp theo tén tién trinh mdc dinh khdp trén [comm | dé cdt cut,
nén mot daemon tén ddi sé trugt. Khdp trén [ cmdline | thi tring — nhung khi dé ban dang khdép
trén chudi ma tién trinh tu chon, va ¢ thé tring nhdm ca tién trinh khdc dang c6 chudi dé
trong dong |énh, k& cé chinh 1&énh ban vira gé. Hai cdch khép, hai kiéu sai khdc nhau.

BLOCK B ~35 PHOT

Ho6 so mot tién trinh thit

PAY LA ARTIFACT CUA PHIEN

Chon mét service dang chay trong guest va viét mot trang hé so vé nd, mébi muc kém dudng
dén | /proc| d& dung dé 1dy. Muc tiéu khong phai chép output ra file — ma la véi mdi dong, ndi

dugc nd nghia la gi.

Hé sd phadi trd I8i dugc cdc cau sau:

cAu HOI LAY 0 DAU N6I PUOC THEM DIEU 61

N6 that su la chuong trinh ndo? exe, comm, ba gid tri c6 khdp nhau khéng, [éch thi vi sao
cmdline

Aisinh rand, né dang & trang thdi gi? status PPid, State, Threads, TracerPid

N6 kh@i dong véi moi trusng ndo? environ va vi sao ddy khéng phdi méi trusng hién tai —

xem muc 03

N6 dang diing & thu muc ndo, géc cwd, root root khdc / nghia la gi

filesystem clia né la gi?

N6 dung bao nhiéu bd nhé — conséndo  status, RSS so vadi PSS, va vi sao chi mét trong hai

cong lai dugc?

N6 bi chdn bai gidi han nao?

N6 ndm & ddu trong cdy cgroup?
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smaps_rollup

limits

cgroup

cong dugc

soft va hard clia NOFILE, so v@iulimit trong
shell clia ban

vi sao dong clia cgroup v2 ludn bét ddau béng
0::
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CAu HOI LAY & DAu NOI DPUQC THEM PIEU GI

Né dang giif nhing gi? fd/ dém sé fd, phan loqi file thudng / socket / pipe

N6 & chung namespace véi ban khong?  ns/ so vGi /proc/self/ns/ — cdindo gidng, cdindo
khac

B6 nhd clia né tréng thé ndio? maps nhén ra [heap], [stack], [vdso], va cdc vung

anh xa tu file

Hai cau bdt budc phai cé trong hé sa, vi chiing 1 chd phan biét ngusi doc [ /proc| véi ngudi
chép|/proc:

« Mt chd ma hai file khdc nhau néi hai chuyén Iéch nhau vé cling mét tién trinh, kém gidi
thich vi sao cé& hai déu dung.

« Mot con s& ma ban khdng dua vaio hé s6 vi dd kiém ra réing né khong ddng tin — kém ly
do.

e ~

m HIEN LENH QUAN SAT - BLOCK B

Lénh r&i dé tra ct phdp. Viéc chon cdindo, doc ra sao va viét thanh hé sa 1a bai tép.

CHON MUC TIEU VA DINH DANH TRONG GUEST
$ systemctl show --value -p MainPID cron.service

$ P=<pid>

$ readlink /proc/$P/exe ; cat /proc/$P/comm

$ tr '\0' '\n' < /proc/$P/cmdline

$ readlink /proc/$P/cwd ; readlink /proc/$P/root

$ grep -E '~(Name|State|Tgid|Pid|PPid|TracerPid|Uid|Gid|Threads):' /proc/$P/status

BO NHG, GIGI HAN, CGROUP TRONG GUEST

$ grep -E '~(VmSize|VmRSS|RssAnon|RssFile|RssShmem|VmSwap):' /proc/$P/status
$ cat /proc/$P/smaps_rollup # Pss la con so cong lai duoc

$ cat /proc/$P/limits
$ prlimit --pid $P # cung du lieu, dinh dang khac

$ cat /proc/$P/cgroup
$ stat -fc %T /sys/fs/cgroup # cgroup2fs = unified v2

FD, NAMESPACE, VUNG NHG TRONG GUEST

$ sudo 1s -1 /proc/$P/fd/ | head -20
$ sudo 1s /proc/$P/fd/ | wc -1
$ sudo 1s -1 /proc/$P/fd/ | grep -c socket

# cung namespace hay khong: so ca (st_dev, st_ino)
$ for n in mnt net pid uts ipc user cgroup; do
printf '%-7s self=%s target=%s\n' "$n" \
"$(sudo stat -L -c '%d:%i' /proc/self/ns/$n)" \
"$(sudo stat -L -c '%d:%i' /proc/$P/ns/$n)"
done
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$ sudo grep -E '\[(heap|stack]|vdso|vvar)\]' /proc/$P/maps
$ sudo wc -1 /proc/$P/maps

Nghiém thu Block B
(] HO6 so mdt trang, méi muc cé dudng dan | /proc | di kém.
Chi ra dugc mdt ché hai file néi léch nhau, kém gidi thich.

Chi ra dugc mdt con s6 dé loai vi khdng ddng tin, kém ly do.

0O 0 0d

Trd 18i dudc: tién trinh ndy cé & chung namespace vdi shell ctia ban khéng, va ban
biét béing cdch ndo.

MUC 03

Bon file trong /proc dé doc nhim

environ| — khong phai moi truong hién tai, va cling khong phai ban chup

Man page néi: file chla “the initial environment that was set when the currently executing
program was started via execve(2)", v& néu tién trinh goi setenv |sau dé thi “this file will not
reflect those changes”. Dung — nhung ly do khéng phai vi kernel dé déng cuing dit liéu lai.

Kernel khéng luu bén sao ndo cd. Méi lan ban [read() |, né doc sdng khodng dia chi
[env_start, env_end)|trong bé nhd tién trinh. Hai hé qua nghe cé vé ngudc nhau nhung cling
dung:

+ [setenv khéng hién ra vi thu vién C cép phdt chudi mdi trén heap va slta méng con trd, chi
khéng ghi dé vung cii trén stack. Kernel doc viing cii nén thay gid tri ci.

« Nbidung van cé thé ddi hodic tréng nhu rdc, néu tién trinh ghi dé truc tiép 1én chinh viing
dé. Dé la diéu moi daemon ddi tén hién thi trong | ps| déu lam — né gidm Ién ving argv va
train sang vling env. Poc ra cut hodic 16n xdn & binh thudng, khéng phdi 16i quyén va
khéng phdi tién trinh hdng.

statm| — hai trudng chét han, hai trudng dugc
chinh man page dan nhan khong chinh xac

Bdy truong, don vi la trang chirkhéng phdi byte hay kB. Trudng 5 va trudng 7 “unused since
Linux 2.6; always 0" trudng 2 va 3 bi ddnh ddu inaccurate, v man page néu ly do: "Some of
these values are inaccurate because of a kernel-internal scalability optimization.” Thaly
trudng dirty bdng 0 roi két ludn tién trinh khéng cé trang bdn la sai — trudng d6 chét ti
2006, s8 that ndm & smaps .
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exe|va hau to | (deleted) — dau hiéu tot, nhung khong du

Khi pathname cla binary bi unlink, symlink dugc néi thém chudi (" (deleted)" . Day chinhl&
todn bd ca ché clia céng cu bdo "service ndo can restart sau khi nding cdp goi": né tim chudi
dé trong exe| va trong [ maps|. Ba diéu cén biét trudc khi tin né:

CACH FILE BI THAY EXE CO HAU TO (DELETED)?

Birm co

Bi rename () d& lén — cdch trinh quén ly c6, viinode cii mdt tén

goi cai dat

Bi ghi dé tai chd (cp 1&n file cii, hodc >) khéng — inode giilr nguyén, tién trinh van chay code cii mé& khéng

c6 ddu hiéu ndio

Thém nita, hdu t6 nay 1a chudi ky tu ndi vaio, nén moét file cé tén that chira ding chudi d6 sé
ddnh Iita moi script grep. [proc_pid_maps(5) | néi thdng diéu d6 — “Note that this is ambiguous
t0o.” — con [proc_pid_exe(5) |thi khong nhdc, du cling mét co ché. Cdch kiém chdc chdn haon
l& so inode gilta| /proc/<pid>/exe |dd deref va file hién tai trén dia.

limits| — thd duy nhat néi sy that veé giéi han

Resource limit dugc ké thita qua fork| va giif nguyén qua | exec |. Nghia l& gid tri clia mot tién
trinh dugc quyét dinh luc né dugc sinh ra, vé moi thay déi trong file cdu hinh sau dé khong
cham t&iné. Day I géc ré cla tinh hudng "dé tdng gidi han réi ma van 16i": [ulinit -n|trong
shell cho ra s6 mdi, nhung | /proc/<pid>/limits|cla service van ra sé cii.

CHO TAI LIEU PHO BIEN CHI SAI PIA CHI

/etc/security/limits.conf] khéng ap dung cho service clia systemd. N¢ |4 file cdu hinh cla
mot module PAM, va module dé chi chay khi cé mot PAM session duge maé — "All limit settings
are set per login”, va "Only the session module type is provided". Service do PID 1khdi chay
khédng ma3 PAM session trir khi unit khai bdo tudng minh. Chd ding dé chinh & LinitNOFILE=
trong unit, hodic |DefaultLimitNOFILE=|cho todn hé.

Va | fs.file-max khong chita dugc | Too many open files|. Haith( khdc truc:|fs.file-max |ld
tran todn hé théng, vugt thildi I ENFILE]; con Too many open files|thudng ld|EMFILE ), tirc
dung RLIMIT_NOFILE cla riéng tién trinh. Phan biét bdng strace : thdy [EMFILE | thi sifa unit,
thdy ENFILE /mdila chuyén todn hé.

Cudi cling, dirng chép [LimitNOFILE=infinity|tir mang vé. Mdc dinh hién tai da I soft 1024,
hard 524288, va tai liéu systemd viét ding hai chit "Don’t use.” cho viéc tu néng soft limit trong
unit. Soft dugc gilr 8 1024 c6 ly do ki thudt: | select(2) | khong xU ly dudc fd tir1024 trd I1én, nén
ndng soft toan cuc sé khién chuang trinh v tinh nhén fd sé cao réi hdng bdt thusng. Ung dung
ndo can nhiéu fd thi tu nang soft I&n hard khi kh&i déng — chi né méi biét né c6 dung | select
hay khong.

Ai doc dugc cai gi

Khéng phai file ndo trong | /proc/<pid>/ cling cing mdt ludt quyén. Cé ba nhém, va biét
minh dang 8 nhdm ndo sé tiét kiém rat nhiéu lan gé [sudo| md mam.
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NHOM FILE BI PTRACE_SCOPE CHAN?

Khéng kiém ptrace cmdline, comm, status, stat, limits, cgroup khong

ptrace muc read environ, exe, cwd, root, fd/, maps, ns/, auxv khéng — xem cénh bdo dudi
ptrace muc attach syscall, stack; va moi thitstrace -p/gdb -plam co

Chi chd tién trinh fdinfo/, mountstats khéng lién quan

BAY - PTRACE_SCOPE KHONG CHAN THU MA NHIEU NGUOI TUGNG

Ubuntu ddt | /proc/sys/kernel/yama/ptrace_scope | bdng 1, va rdt nhiéu bai viét néi gid tri do
"khod [ /proc| cla tién trinh khdc". Khéng ding. Yama chi can thiép vao thao tdc attach. Véi
cung mdt user, doc [environ|, (maps ), |exe |,[ fd/|cla tién trinh khéc van chay binh thudng; thu
bichdnla gdb -p),[strace -p), va haifile|syscall vdi | stack.

Cdch phan biét tai chd: néucat| mbt file trong [ /proc/<pid>/ bdo 16i quyén thi nguyén nhan la
user khdc hodic |hidepid |, khéng phdi Yama. Con|strace -p|bdo|0peration not permitted
trong khi|cat | van chay thi ding I& Yama.

BLOCK C - ~20 PHOT

Ba phép kiém chiing ngudc

Ba thi nghiém ngdn, mdi cdi bdc bd mdt cdu ngudi ta hay néi. Podn két qué trudc, réi méi
chay, va ghi cd hai vao note.

1."environ cho biét bién méi truéng hién tai clia tién trinh.” Viét mét chuong trinh nhé: in
PID cta chinh nd, goi | setenv| ddt mot bién cé tén dé nhan ra, réi ngl. Trong lic né ngd,
tim bién d6 trong | /proc/<pid>/environ . Tim khéng thdy thi gidi thich bdng co ché 3 muc
03.

2. "Slta gidi han trong file cdu hinh la service nhdn ngay.” Chon mét service dang chay. Ghi
lai [NOFILE | soft/hard trong [ /proc/<pid>/limits . D8i gidi han & nai ding cho service do,
chua restart, réi doc lai. R6i restart va doc lén ba. Ba con sé nay 1 todn bd bai hoc vé "ké
thlra luc sinh”.

Céu hdi tu trd 13i: ¢ cdch ndo ddi gidi han clia mot tién trinh dang chay ma khéng restart
khéng? Néu cé thi cén quyén gi?

3." ps|cho biét tién trinh dang chay chucng trinh gi.” Dung chuong trinh 4 cla Block A.
Trong liic né chay, chiing minh béng | /proc | rdng [ps dang hién thi mot cdi tén bia. R lam
thi nghiém ngugc: xod hodic thay file binary trong ltic mét tién trinh dang chay né, vé tim
déu vét trong | /proc .

Nghiém thu Block C

(] Bacdp "dodn / thuc té&" trong note. Dodn ding cé ba nghia I bai qud dé — thém mét
bién thé la hon.

(] Baconsd NOFILE theo dung thi tu trudc-sita / sau-sla-chua-restart / sau-restart.

Phién 4 — exec va /proc: doc ngugc mét tién trinh 14/24



(J Mot cau trd Ii cho "tién trinh la dang gid tén, lam sao biét né la gi* — bdng lénh cu

thé.
MUC 04
Bay da biét

Poc nhiéu file trong | /proc/<pid>/ khong cho mdt anh nhat quan

Ca ché: khong c6 khod ndo giif tién trinh dimg yén gitta hai lénh [cat . Kernel doc néi thdng
vé trudng hop ndng nhat: “reading /proc/PID/maps or /proc/PID/smaps is inherently racy
(consistent output can be achieved only in the single read call)”. Ngay cd mét file cling chi
nhat qudn trong pham vi mét 18i goi | read() ).

Hé qud: moi phép tinh chéo giifa|status|, (maps | val smaps | déu c6 thé mau thuén, va méu
thudn dé khong phai bug. Néu tién trinh chét giita chiing, 1énh doc tré 16i thay vi tra dir liéu
cut — d6 1a hanh vi dung.

smaps | cuia tién trinh 16n ty n6 1la mot phép do tén kém

V@i JVM hay trinh duyét, file nay dai hang chuc nghin dong va viéc doc né gdy tai that. Co
smaps_rollup tU Linux 4.14, cho sdn téng clia moi viing. Monitoring I&p lai phédi diing ban
rollup.

V& con sé ddng cong 1& PSS, khdng phdi RSS: “the count of pages it has in memory, where
each page is divided by the number of processes sharing it". Céng RSS clia nhiéu tién trinh |
dém tring thu vién dung chung — day chinh l& céu hdi s& quay lai & Phién 9.

/proc/<pid>/cgroup hién dudng dan
tuong doi v4i namespace ciia ngudi doc

Trong container, file ndy cé thé hién [/ | trong khi tién trinh that ra ndm sau trong cdy cgroup
clia host. V& trén hé hybrid, thdy mot dong [0 :: | réi két luan "thudin v2" 1& sai — phai kiém
bang stat -fc %T /sys/fs/cgroup..

Bang tra nhanh

TRIEU CHUNG KIEM CAI NAY TRUGC

./script: No such file or directory Dong shebang. Nghi CRLF trudc tién: file hodc od -c vdo 64 byte

ma file cé that dau.

Permission denied khichay script Bit execute clia script, réi cla interpreter, rdi ¢ noexec clia mount
point.

Shebang cé nhiéu tham s6 ma Linux gép tét cd thanh médt tham sé. Dung env -S néu cdn tdch.

interpreter nhan sai
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TRIEU CHUNG

Exec format error (ENOEXEC)

Too many levels of symbolic links
khi chay script

pkill <tén>khoéng bdt dudc gi

ps hién ténla hodc tén v6 nghia

Too many open files

Pa slra gidi han ma tién trinh van ding
s6 cil

strace -p bdo khéng & quyén ma cat
/proc/<pid>/maps van chay

Service chay code cii sau khi nang cdp
goi

Con s& bd nhé cong lai l6n hon RAM
that

KIEM CAI NAY TRUGC

DPudng dan interpreter dai qud 255 byte cé& dong, hodic dong #!
réng, hodc file khdng phai dinh dang néo kernel nhén.

Khoéng phéi symlink — 1& chudi interpreter 16ng nhau qud sdu.

Tén dai qud 15 ky tunén conm dd bi cdt. Khdp trén cmdline, va cdn
than tring nham.

readlink /proc/<pid>/exe. Chind do kernel gitr.

strace xem |G EMFILE hay ENFILE. EMFILE = /proc/<pid>/limits va
unit, khéng phdi limits.conf.

Limit k& thira lic sinh. Chua restart thi chua ddi — hodic ding
prilimit slfa néng.

Pung la ptrace_scope. Hai file syscall va stack cling sé bi chdn
cung luc.

exe va maps ¢6 hdu td (deleted) khéng. Khong cé ma van nghi thi so
inode.

Dang céng RSS. D8i sang PSS & smaps_rollup.

MUC 05

Nghiém thu & ciu hoi cudi phién

Definition of Done

(] Gidi thich dugc thi ty argv ma interpreter cda script nhdn, bdng luét.

O 000

tin.

0O 0

Con sé gidi han dé quy interpreter do trén guest ctia minh, kém errno.
Mét Iénh chdn dodn CRLF trong note.
H6 s3 mot trang clia mét tién trinh that, méi muc kém dudng dén | /proc .

Trong h6 sa c6 mdt chd hai file néi léch nhau, vé mét con sé dé bi logi vi khéng ddng

Ba cdp "dodn / thuc té&" clia Block C.

Ba con s |NOFILE| trudc-sla / sau-sla / sau-restart.

(] Trd18i dugc bdng 1énh cu thé: mét tién trinh dang gid tén trong | ps), lam sao biét né

that su ld chuang trinh gi.

Hét gid thi cdt theo thir tu: Block C trude (IUi sang déu Phién 5), réi cdc muc cudi clia hd s
Block B. Block A khdng cét dudc — Phién 5 vé file descriptor dua thdng vao viéc doc

/proc/<pid>/fd/ | dd quen tay.
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CAu hoi kiém tra — déng terminal, d6ng trang nay

Ban chay | ./deploy.sh|vashellbdo [No such file or directory), nhung|ls|thdy file
ré rang. Néu hai nguyén nhan cé thé va cdch phan biét ching béng mét Iénh.

= Y CAN cO

Nguyén nhan |& | ENOENT | ndi vé interpreter trong dong | #! , khédng phdi vé script.
Hai khé né&ng: dudng dan interpreter viét sai hodic chuang trinh dé chua cai; hodic
file c6 ngdt dong CRLF nén interpreter md kernel tim c6 thém mot ky tu(\r | &
cudi tén. Cdch phan biét: nhin thdng byte ddu file (od -c/, [cat -A, hodc|file))
— CRLF hién ra ngay. Diém &n thém néu phan biét dudc vai EACCES ), von Id
chuyén quyén execute ho&c mount  noexec .

J

@ Script c6 dong | #! /usr/bin/env python3 -ul. Trén Linux né hdng. Vi sao, va cdch slra?

= Y CAN CO

Linux truyén todn bé phdn sau dudng dan interpreter nhu mét tham sé duy nhdt,
khéng tdch theo khodng trdng. Nén | env| nhan diing mot chudi [ "python3 -u"|va
di tim chuong trinh mang cdi tén dé. Hé khdc cé hanh vikhdc, nén script chép ti
nai khdc vé hay dinh. Céch sira: dung|env -S|(cd sinh ra ding dé tdch chudi
nay), hodc bd tham s khdi shebang va ddt bding cdch khdc. Diém &n thém néu
néi dugc réing man page khuyén nghi optional-arg nén ld mét tir don cho kha
chuyén.

@ Cho mét PID la. K& ba ngudn tén clia tién trinh dé, va ndi cdi ndo ban tin trong mét
cudc diéu tra su cé.

= Y CAN c0

conm | (basename cla file ldc exec, t8i da 15 ky tu, tién trinh tu d6i dugc),
cndline  (argv, tién trinh ghi dé viing nhé dé dugc), lexe |(symlink kernel sinh ra,
tré thdng inode ELF dang chay, khdng slia dugc bdng dudng thudng). Tin|exe .
Diém &n thém: néi dugc rdng vdi script thi ba gid tri léch nhau mét cdch hgp 1é —
comm |l& tén script, exe|lainterpreter — nén "léch” khéng tu déng nghia la ddng
ngd.
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@ M6t service bdo Too many open files|. Déng nghiép da sia
/etc/security/limits.conf|va reboot ma van 16i. Chuyén gi dang xdy ra, va ban
kiém gi trudc?

m Y CAN CO

limits.conf|ld cdu hinh ctia moét module PAM chay theo phién ddng nhép;
service do PID 1khdi chay khong ma phién PAM nén khéng bao giG doc tdi file d6.
Ché ding I& | LimitNOFILE=] trong unit (ho&ic mdc dinh toan hé trong cdu hinh cla
service manager). Kiém trudc: doc | /proc/<pid>/limits|cla chinh tién trinh d6 —
dé la su that, khdc véi moi file cdu hinh. Diém dn thém: phan biét | EMFILE| (per-
process, ding hudng) vai [ENFILE | (todn hé, hiém khi la nguyén nhén trén hé hién
dai), val biét réing cé cdch slfa néng khong cdn restart.

cat /proc/<pid>/environ|cla mot tién trinh khdc van chay dudc, nhung [strace -p
I&n chinh PID dé thi bi tir chéi. Vi sao khéng mau thudn?

e N

= Y CAN CO

Hai thao tdc ndm & hai mirc quyén khdc nhau. Boc | environ| thudc nhém ptrace
muc read, con gén debugger thuéc muic attach. Ca ché han ché clia distro
((ptrace_scope ) chi can thiép vaio mic attach. Biém &n thém néu ké thém dudc
hai file cling bi ch&n ciing nhédm véi [strace -p|(syscall],|stack]), vanéu chira
rdng 16i quyén khi| cat | thi phdi di tim nguyén nhan khdc — user khdc, hodc tuy
chon mount dn | /proc|.

\ J

Ban cong | VmRSS | clia moi tién trinh lai vai ra con s6 18n hon RAM vat ly. Mdy c6 bi gi
khong?

e N

= Y CAN CO

Khéng. RSS dém moi trang tién trinh dang cé trong RAM, ké cd trang dung chung
— thu vién chudn dugc dém lgi & tiing tién trinh ding né. Con sé cdng dudc l&
PSS, chia méi trang cho s6 tién trinh dang chia s nd, 1y ti| smaps |hodc ré hon la
smaps_rollup . Diém &n thém néu nhdc rdng doc [smaps | cla tién trinh I6n tund
dé ton kém.

Stretch — chi khi du gig, khong tinh vao DoD

 Script hod hé sa Block B. Bién cdc budc tay thanh médt script nhan PID va in ra ho sc. Pay
l& artifact cGa ban, nén khéng cé 18i gidi 3 day. Ba tinh chdt phdi dat: chay dugc khi thiéu
quyén cho mét sé file (khdng dudc chét gilia chiing), phan biét dudc tién trinh dé chét
v@i tién trinh khdng c6 quyén doc, va ghi rd moi con s kém dan vi.

e |binfmt_misc . Xem hé dang ddng ky nhiing gi trong | /proc/sys/fs/binfmt_misc/ |, docy
nghia cdc ¢, va tu trd I8i: cd ndo |am cho mét binary khdc kién triuc chay dugc bén trong
mdt méi trudng c6 1ap khéng cé sdn interpreter? Dday la cdu néi sang Phase 4.
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fdinfo . V&i mot socket hodic mdt epoll) fd clia service ban vita mé, doc
/proc/<pid>/fdinfo/<fd>| va gidi thich tiing dong. Phién 5 sé dua vao ddy.

» Chay file qua fd. |execveat |vGi AT_EMPTY_PATH hodc | fexecve | chay mot chudng trinh ma
ban dang giii fd, thay vi qua dudng dan. Tu trd I8i: diéu dé chdn dudc race ndo ma dudng
dén khéng chén dugc?

« RO fd qua exec. M& mét file khdng ddt c& close-on-exec roi| exec | mdt chuong trinh
khdc, va tim fd d6 trong | /proc/<pid>/fd/ | clia chuang trinh mai. R6i thir lgi véi

close_range .

« An /proc). Doc tuy chon mount |hidepid=|vé& thir d6i trén guest. Chd y: man page liét ké
thiéu mot gid tri d& co trong kernel tir 5.8 — tu déi chiéu véi kernel doc.

MUC 06

Nguon & doc thém

Poc trong hodc ngay sau phién

MAN PAGE
execve(2) https://man7.org/linux/man-pages/man2/execve.2.html

Muc "All process attributes are preserved during an execve(), except the following” v dogn NOTES
néi vi sao "exec tqo tién trinh mai" [ mé té sai.

SOURCE / PACKAGING

Linux — fs/binfmt_script.c https://github.com/torvalds/linux/blob/v6.12/fs/binfmt_script.c

Todan bd luat shebang ndm trong mdt ham load _script(). Ba helper
spacetab/next_non_spacetab/next _terminator tré I8i moi cdu hdi vé khodng trdng.

MAN PAGE
proc_pid_cmdline(5) https://man7.org/linux/man-pages/man5/proc_pid_cmdline.5.html

Cau chdt: "Think of this file as the command line that the process wants you to see.”

MAN PAGE
proc_pid_comm(5) https://man7.org/linux/man-pages/man5/proc_pid_comm.5.html

Gidi han TASK_COMM_LEN (16) k& c& NUL, cdt cut im I&ing, va la gid tri dung cho %e cla
core_pattern.

MAN PAGE
proc_pid_exe(5) https://man7.org/linux/man-pages/man5/proc_pid_exe.5.html

Symlink tdi binary that; hdu td * (deleted)” khi pathname dd bi unlink. Trang nay KHONG cénh bdo hdu
t& d6 nhdp nhdng — maps(5) mdi co.

MAN PAGE
proc_pid_environ(5) https: //man7.org/linux/man-pages/man5/proc_pid_environ.5.html

Poc k¥ cau "will not reflect those changes” vé cdu vé PR_SET_MM_ENV_START — hai cau ndy gidi
thich hai hién tugng khdc nhau.
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MAN PAGE
proc_pid_maps(5) https://man7.org/linux/man-pages/man5/proc_pid_maps.5.html

Sdu cét, cdc nhan [heap]/[stack]/[vdso], va cau "Note that this is ambiguous too.” vé hu to
(deleted).

MAN PAGE
proc_pid _Iimits(5) https://man7.org/linux/man-pages/man5/proc_pid_limits.5.html

TirLinux 2.6.36 moi user doc dugc. Day & gid tri THAT dang dp cho tién trinh, khdc vdi file cdu hinh.

MAN PAGE

ptrqce(2) https://man7.org/linux/man-pages/man2/ptrace.2.html

Muc "Ptrace access mode checking”: sdu budc, vé chd LSM (Yama) can thiép. Day la ludt quyét dinh
file ndo trong /proc ban doc dugc.

KERNEL DOC

Kernel doc — Yama LSM nttps: //docs.kernel.org/admin-guide/LSM/Yama. html
B&n mUc ptrace_scope. Doc dé thdy né chi cham tdi thao tdc ATTACH, khéng cham tdi READ.

KERNEL DOC

Kernel doc — filesystems/proc.rst https://docs.kernel.org/filesystens/proc.html

Ngudn duy nhdt dinh nghia PSS ddy di, mé td smaps_rollup, va néi théng viéc doc maps/smaps la
racy.

MAN PAGE
getrlimit(2), setrlimit(2), prlimit(2) nhttps://man7.org/linux/man-pages/man2/getrlinit.2.html

Soft vs hard, céu "for the real user ID of the calling process” 3 RLIMIT_NPROC, vé prlimit stta dugc tién
trinh dang chay.

MAN PAGE
Iimits.conf(5) / pam_limits(S) https://man7.org/linux/man-pages/man5/limits.conf.5.html

Cau "All limit settings are set per login” va “Only the session module type is provided" — d0 dé hiéu vi
sao file nay khéng t&i dugc service.

MAN PAGE
systemd.exec(5) https: //www.freedesktop.org/software/systemd/man/latest/systemd.exec.html

Bdng Limit*=; doc théng 6 LimitNOFILE= — upstream viét "Don’t use.” cho viéc tu ndng soft limit.

SACH
The Linux Programming Interface — ch. 24-26 https: //man7.org/t1pi/

Ch. 24 process creation, 25 process termination, 26 monitoring child processes. Poc theo chuang,
khoéng doc tuyén tinh.

MAN PAGE

pl"OC_pid_SthUS(5) https://man7.org/linux/man-pages/man5/proc_pid_status.5.html

Dinh dang key-value clia /proc/PID/status. Day 1 dudng doc PPid an toan, khdc hdn viéc cdt trudng
cla stat.

MAN PAGE

strqce(1) https://man7.org/linux/man-pages/manl/strace.1.html

Doc -f (theo con), -e trace=, va -T. Ba ¢ nay dl cho toan bé Phase 1.
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Tra khi cén, khéng doc tuyén tinh

SOURCE / PACKAGING

Linux — fs/exec.c https://github.com/torvalds/linux/blob/v6.12/fs/exec.c

Doc exec_binprm(): vong Idp thr binfmt handler, va dong “if (depth > 5) return -ELOOP". Comment
ngay trén no ghi "4 levels" — léch vdi code.

SOURCE / PACKAGING

Linux — include/uapi/linux/binfmts.h https://github.con/torvalds/linux/blob/vé.12/include/ua
pi/linux/binfmts.h

BINPRM_BUF _SIZE = 256. Chu y la file uapi, khdng phdi include/linux/binfmts.h.

SOURCE / PACKAGING

Linux — fs/proc/base.c https://github.con/torvalds/linux/blob/v6.12/fs/proc/base.c

environ_read() goi access_remote_vm() — bding chiing environ I doc séng viing nhd, khéng phai
bén chup luu sén.

MAN PAGE
exec(3) https://man7.org/linux/man-pages/man3/exec.3.html

Trang tu t& chiic theo chif cdil/v/p/e — doc mot 1an 1 hét phdi dodn tén ham ndo nhdn méng, ham
ndo tra PATH.

MAN PAGE
proc_pid_stqt(5) https://man7.org/linux/man-pages/man5/proc_pid_stat.5.html

Béng ky tu trang thdi theo tliing kernel version (I cé tir 4.14) va thir tu 52 trudng. Xem cé cénh bdo vé
trudng comm.

MAN PAGE
proc_pid_smqps(5) https://man7.org/linux/man-pages/man5/proc_pid_smaps.5.html

Danh sdch trudng mdi VMA. Trang ndy thiéu smaps _rollup va cdc trudng Pss_* mdi — b sung bdng
kernel doc.

MAN PAGE
proc_ pid_stqtm(5) https://man7.org/linux/man-pages/man5/proc_pid_statm.5.html

Bdy trudng, don vila TRANG chir khdng phdi byte, va hai trudng chét hdn tir Linux 2.6.

MAN PAGE
proc_sys_fs(5) https://man7.org/linux/man-pages/man5/proc_sys_fs.5.html
Phan biét fs.file-max (todn hé, 16i ENFILE) vdi fs.nr_open (trdn ctia hard RLIMIT _NOFILE, 16i EMFILE).

MAN PAGE
cgroups(?) https://man7.org/linux/man-pages/man7/cgroups.7.html

Muc /proc/pid/cgroup: ba trudng, va vi sao dong cla v2 ludn bét ddu béing "0::".

MAN PAGE

prlimit(1) https://manpages.ubuntu.com/manpages/noble/man1/prlinit.1.html

Thudc util-linux, khéng phdi procps. Doc/stia limit ciia mot PID ma khéng can restart.
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MAN PAGE
systemd - system.conf(5) https://www.freedesktop.org/software/systemd/man/latest/systemd-syste
m.conf.html

DefaultLimitNOFILE= mdc dinh 1024:524288, va ghi chu réing limit ctia PID 1 khdc limit truyén cho
con.

SOURCE / PACKAGING
needrestart — ma ngu6n https://github.com/liske/needrestart/blob/master/needrestart

Tim chudi " (deleted)" trong /proc/PID/exe val /proc/PID/maps. Todn bé "phép mau" chi cé vay.

MAN PAGE
proc(5) https://man7.org/linux/man-pages/man5/proc.5.html

Trang géc, nay chii yéu l& muc luc. Muc MOUNT OPTIONS c¢é hidepid= — nhung thiéu
hidepid=ptraceable.

MAN PAGE
pS(1) https://man7.org/linux/man-pages/manl/ps.1.html

Muc PROCESS STATE CODES (DIR S Tt W X Z + modifier) va gidi thich chudi <defunct> ndm &
specifier args.

P& danh cho cdc phién sau

KERNEL DOC
Kernel doc — binfmt_misc nttps://docs.kernel.org/adnin-guide/binfmt-misc.html

Cu phdp dang ky va y nghia ¢&, ddc biét ¢ F (fix binary) — thir lam chay dugc binary khdc kién tric
trong container.

MAN PAGE
namespaces(?) https://man7.org/linux/man-pages/man7/namespaces.7.html

Muc /proc/pid/ns/: so (st_dev, st_ino) clia symlink dé biét hai tién trinh cé cling namespace khong.

MAN PAGE
proc_pid _fdinfo(5) https://man7.org/linux/man-pages/man5/proc_pid_fdinfo.5.html

pos, flags, mnt_id cho moi fd; thém dong riéng cho epoll/inotify/timerfd. Chi chd tién trinh doc dugc.

MAN PAGE
proc_pid_mountinfo(5) nttps: //man7.org/linux/man-pages/man5/proc_pid_mountinfo.5.html

File duy nhat trong ba file mount c6 théng tin propagation (shared:/master:). S& doc ky & Phase 3.

MAN PAGE
execveqt(2) https://man7.org/linux/man-pages/man2/execveat.2.html

Linux 3.19. Cuing véi fexecve(3) la dudng chay mot file qua fd, tranh race déi file gitta ltc kiém va ltc
chay.

MAN PAGE
close_range(2) https://man7.org/linux/man-pages/man2/close_range.2.html
Linux 5.9; c& CLOSE_RANGE _CLOEXEC tir 5.11. Cach sach dé khong ro fd qua exec.
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MAN PAGE
pthread_setname_np(3) nttps://man7.org/linux/man-pages/man3/pthread_setname_np.3.html

Trd ERANGE khi tén qud 16 byte — khdc hdn prctl(PR_SET_NAME) va ghi véo comm, hai cdi dé cdt
cutimldng.

MAN PAGE
Isof(8) https://manpages.ubuntu.com/manpages/noble/en/man8/1sof.8.html

Doc muc +L: "+L1 will select open files that have been unlinked”. Dung lqi & Phién 13.

KERNEL DOC
Control Group v2 — admin guide https://docs.kernel.org/admin-guide/cgroup-v2.html

Muc PID: pids.max, pids.current, pids.events, va cdu "fork() will return -EAGAIN". S& doc ky & Phase 2
va Phase 4.

Ba mau dang nhé

Vi SA0 15 KY TY

Trudng gilr tén tién trinh trong kernel dai ding 16 byte, ké cé byte NUL két thic — nén phdn
hién thi dudc I& 15. Con s& d6 khdng cé gi thiéng liéng: né ndm gon trong mot cache line cling
cdc trudng 1an can, va dé nhu vay tir rdt 1au. Nhung né ro ri ra khdp nai  tang trén: (ps | mdic
dinh hién tén cut, cédng cu khdp theo tén tién trinh trugt muc tiéu, va tén file core dump ldy
ddng gid tri cut dé. Ba APl cling ghi vaio trudng ndy lai xi ly tran theo ba kiéu — hai cdi cét cut
im ldng, mot cdi trd 16i. Mot hdng s6 16 byte, ba hanh vi khdc nhau, va mét I8p bug "tai sao
thread cla téi van mang tén ci”.

CON SO GIGI HAN FILE MA KHONG AI DAT RA

Mdc dinh clia kernel cho tran| fs.nr_open |18 1048576, mdt con sé tron tria. Nhung trén phan
I6n mdy Linux hién dai, doc ra s& 1611073741816 — mdt con s8 trong nhu rdc. N6 1 ddu van tay
cla trinh quan ly dich vu: ltc khai déng, PID 1thir ghi gid tri 16n nhdt cé thé vao sysctl dé,
kernel tir chdi, né chia déi réi thir lai, va gid tri dau tién dudgc chap nhan chinh I con s6 kia.
Comment trong source viét thdng ly do phdi lam kiéu mo: kernel khdng cé API ndo cho biét
trén that 1a bao nhiéu. Bai hoc nhé ma dung lai dugc: mdt con s6 ky qudic trong sysctl thudng
khéng phdi hdng s& ctia ai cd — nd 1 két qud clia mot vong Idp do tim.

CAI GIA cUOA MOT API cl 46 NAM

Gidi han mém sé file m& van 1& 1024 trén gan nhu moi hé Linux hién dai, du trdn ciing da la
524288. Ly do khong phdi hiéu néing ma la [ select(2) | APl nay dung mdt bitmap co kich thudc
¢6 dinh, khong biéu dién dugc file descriptor tir 1024 trd I&n, va hanh vi khi vugt & khéng xdc
dinh. Nang gidi han mém cho todn hé déng nghia véi viéc mot chucng trinh bdt ky cé thé vo
tinh nhan fd s6 2000 réi hdng theo cdch rat khé truy. Nén mdéc dinh gili nguyén, vé tdi liéu
upstream chuyén trach nhiém cho (ing dung: cdi ndo biét minh khéng dung [select ] thi tu nang
I&n trén cimg khi kh&i ddng. Mot quyét dinh thiét ké clia thap nién 1980 van dang dinh hinh gid
tri mdc dinh trén mdy ban hém nay.
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Moi khéng dinh k§ thudt & trén d& déi chiéu tai liéu va source upstream — Linux man-pages, kernel source
(tag v6.12), kernel Documentation, systemd, linux-pam — tinh dén 22/08/2026. Céc chd Iéch vdi tai liéu
phd bién dugc ddnh ddu riéng kém bding chimg. Hai chd cdn luu y vé ngudn: comment vé gidi han dé quy
trong kernel khéng khdp véi chinh diéu kién ngay dudind, va(proc_pid_exe(5) | khédng cénh bdo vé su
nhap nhdng clia hdu t8 | (deleted) |dU [proc_pid_maps(5) | co.
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